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Foreword

The Federal Information Processing Standards Publication Series of the National Institute of
Standards and Technology (NIST) is the official publication relating to standards and guidelines
adopted and promulgated under the provisions of Section 5131 of the Information Technology
Management Reform Act of 1996, and the Computer Security Act of 1987, Public Law 104-106.
Under these mandates, the Secretary of Commerce promulgates standards and guidance
pertaining to the efficiency, security and privacy of Federal computer systems. The National
Institute of Standards and Technology, through its Information Technology Laboratory, has the
mission of developing standards, guidelines and associated methods and techniques for computer
systems, and providing technical assistance to industry and government in the implementation of
standards.

Comments concerning Federal Information Processing Standards Publications are welcomed and
should be addressed to the Director, Information Technology Laboratory, National Institute of
Standards and Technology, Gaithersburg, MD 20899.

Shukri Wakid, Director
Information Technology Laboratory

Abstract

This standard specifies requirements to be met by government Key Recovery Systems. Such
systems provide for the decryption of stored or communicated data when access to the data is
properly authorized.

ALTERNATIVE TO THE ABOVE: This standard specifies requirements to be met by key
recovery products used by Federal government agencies. These products provide for the recovery
of keys which will be used for the decryption of stored or communicated data when access to the
data is properly authorized.

Key words: ADP security, computer security, Key Recovery, Federal Information Processing
Standard.



ADVISORY COMMITTEE DRAFT July
#November 1998

Federal Information
Processing Standards Publication XXX

(Date)
Announcing the

REQUIREMENTS FOR KEY RECOVERY PRODUCTS

Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
Institute of Standards and Technology (NIST) after approval by the Secretary of Commerce
pursuant to Section 5131 of the Information Technology Management Reform Act of 1996, and
the Computer Security Act of 1987, Public Law 104-106.

1. Name of Standard.Requirements for Key Recovery Products.
2. Category of Standard.Computer Security, Cryptography.

3. Explanation. This Standard specifies requirements for key recovery products. These

products provide for the recovery of keys to be used for the decryption of stored or

communicated ciphertext when the decryption keys are not otherwise available. Key recovery is
motivated by three primary scenarios:

1. recovery of stored data on behalf of an organization (or individual) e.g., in response to the
accidental loss of keys;

2. recovery of stored or communicated data on behalf of an organization (e.g., for the purposes
of monitoring or auditing activities); and

3. recovery of communicated or stored data by authorized authorities.

The first scenario supports the ability to regain access to data that would otherwise be lost. The
second scenario encompasses internal investigation authorized by an organization. The final
scenario encompasses data acquired under the authorization of court orders for wiretaps, search
and seizure orders, civil suit subpoenas, etc

A Key Recovery System (KRS) manages cryptographic keys in support of data recovery when
normal key access mechanisms fail. These systems must be carefully designed so that plaintext
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may be recovered in a timely manner, and so that only authorized recoveries are permitted.
Therefore, security is a critical factor in any KRS design.

The purpose of this standard is to specify requirements for key recovery products, and to enable
the validation of products claiming conformance. The standard encompasses the functional,
security, assurance and interoperability of key recovery products.

4. Approving Authority . Secretary of Commerce.

5. Maintenance Agency.U.S. Department of Commerce, National Institute of Standards and
Technology (NIST), Information Technology Laboratory.

6. Cross Index.

a. FIPS PUB 46-2, Data Encryption Standard.

b. FIPS PUB 81, DES Modes of Operation.

c. FIPS PUB 140-1, Security Requirements for Cryptographic Modules, January 1994.

d. DOD 5200.28-STD, Department of Defense Trusted Computer System Evaluation
Criteria (TCSEC) (“The Orange Book”), National Computer Security Center, December
1985.

e. SC 27 N1953, Evaluation Criteria for IT Security, Part 3 — Security Assurance
Requirements

f. 1SO 7498-2, Information Processing Systems - Open System Interconnection -Basic
Reference Model - Part 2: Security Architecture; February 1989.

Other NIST publications may be applicable to the implementation and use of this standard. A list
(NIST Publications List 91) of currently available computer security publications, including
ordering information, can be obtained from NIST.

7. Applicability. To be supplied by the Federal Government.

8. Applications. This standard is appropriate for use in a variety of applications, inclddirg

not limited to)

When computer files are encrypted for secure storage or transrission

When electronic mail is encrypted before transmission among communicating eatities
When electronic voicefax , or videocommunications are encrypted for privaagd

When link or network layer encryption is employed to provide bulk protection.

ronPE

9. Specifications.Federal Information Processing Standard (FIPS xyz) Requirements for Key
Recovery Products (affixed).
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10. Implementations.Implementations of this standard may be in software, firmware, hardware,
or any combination thereof. All cryptographic modules employed in such implementations shall
comply with FIPS 140-1. FIPS approved encryption algorithms (e.g., DES) shall be used in
Federal applications of systems conforming to this standard. The use of new encryption
algorithms which are FIPS approved after the date of the standard is also permitted.

Information about the validation of implementations conforming to this standard may be
obtained from the National Institute of Standards and Technology, Information Technology
Laboratory, Attn: Key Recovery Validation, Gaithersburg, MD 20899.

11. Export Control. To be supplied by the Federal Government.
12. Patents.Implementations of this standard may be covered by U.S. and foreign patents.
13. Implementation ScheduleTo be supplied by the Federal Government.

14.  Glossary.The following terms are used as defined below in this stangdé@FE—TFHE
CEOSE AR MAS MO 2EVIEWED 2 == A0

Abstract Machine The underlying hardware or firmware abstraction to which the software is
written.

Accountability The property that ensures that the actions of an ewtitganbe traced |
uniquely to the entity.

Assurance -Contidensethotonentibrmests-isseorrbrobiectived M@ degree |

of confidence that a product correctly implements the security
pehieyfunctions In the context of this FIP$hree levels of assurance are
specified, representing increasing degrees of confidence.

Auditable Events  EventsSecurity relevant machine transactiovithin a key recovery |
product which may appear in an audit log (see Section 4).

Authentication Data Information useddethenticateerify the claimed identity cén entity, |
e.g., a password, PIN, biometric, or response to a challenge.

Authentication A technique used tauthenticateerify the claimed identity cén entity,
Mechanism e.g., user ID and password, token, biometifcchallenge-response.

3
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Key Source

?Authorizedkey
Key
receverRecovery

?Authorized
Request

Authorized User

Common Criteria
(CC)
Common-Criteria
Evaluation
Assurance-Level
(EAL)
Common-Criteria
ProtectionProfile

Confidentiality

Configurable

bl

Configuration Item

Configuration
Management (CM)

I ot des i i the

Key recovery either with the permission of the owner of the data or as
otherwise permitted by law.

A request based on a legal and lawful right for access by a data owngr or
other authorized entity.

A user who is authorized to access a system to perform one or more
actior@perations |

An international standard for security in information security produgts.
(See Cross Index.)

not

property that information is not made available or disclosed to an
unauthorized user, process object.

Aproperty whereby-aapability featureof a producthatmay or may not
he enabledis-avatable-butneed-notbe-selectedHor use

An_litems (e.g., documents, software, hardwarepich—are—under |
configuration control.

The management of security features and assurances through the control
of changes made to a system’'s hardware, software, firmware,
documentation set, test, test fixturasad test documentation throughodt

the development and operational life of the system.
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Cryptographic End

An encryption product for which the output is not recoverable.

System (non-

recoverable)
Cryptographic End
System
(Recoverable)

Cryptographic
Module
(cryptomodule)

Data

DataEncryption
Key (DEK)

Dataerigin-Origin
authenticatioAuthe
ntication

Data Recovery
System

Decryption

Encryption

Evidence of Origin

A-SyStem-contalning eneny_ptle1n and elel_elyptlelehaensnl_nsl o
Funetion.SeesSection 2.6.

FheA set of hardware, firmware, softwam some combination thereof

that implements cryptographic logic, cryptographic processdsoth.

Voice, facsimile, computer files, electronic mail, and other stored or
communicated information.

A symmetriecryptographidkey used to encrypt datis a symmetric
cryptosystem, the same (or an easily derived) key also is used to dec

data.
The ability to authenticate the identity of the source of information. Se
ISO 7498-2.

ypt

D

The system/subsystem used to recover encrypted data using a recovered
target key obtained bijrea Key Recovery Request&ystenifunction

A processaf—for ehangHWmhertext |nto plamtegtusmg a
cryptographic algorithm and a key

p#eeess—@)—@enve%gdh process for transformlngcpﬂalntextlnto
ciphertext through the use of a cryptographic algoritimm a key

4—A proof of the origin of information that cannot befuted
(successfully) repudiateby the originator, e.gby-a message digitally

signed by the originator-usirgdigital-signaturg2)-Nen-repudiation.
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Evidence of Receipt A proof of the receipt of informatsarthatcannot be (successfully)

repudiated byhe recipientannet-deny-havingreceived-the-information

e.g.,a digitally signed receipt issued-using-a-digital-sighdiyre
recipient ¢n thereceiveamessage.

FIPS 140-1evell TFhis-FIPS 140-1 Sspecifiesy basiesecurity functionality and assurance

Socurty requwements fo&cryptomodule Ne—phygeal—se@my—meehamsms—are
Requirements

FIPS Compliant Meeting all requirements of a specified levetief FIPSstandard |
Flaw Remediation = The correction of discovered security flaws in a product or system.

Functional A high level description of the requirements fagrraduct orsystem. |
Requirements

onal ioh_lovel_deserinti 4 sibleinterf | behavi 4l
Implementation A description of the implementation (e.g., source code when the
Representation implementation is software or firmware; or drawings and schematics, if

the system is hardware).

! The C2, B1 and B2 ratings are in accordance with the TCSEC (see the crose-thdex
Announcement sectigon
6
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Independent Testing Testing performed by persons other than the developers.

Informal Security ~ An accurate and concise statement of system security policy expressed

Policy Model irfermalhy-(ie in natural languagee.g., English

Informal Qﬁ—%épF@SSGd—M—H&EHF&l—l&FW@AA#M@H—&S—BFGS@—FH—HM’JY&
language.

betormad Wieen-ta-remma-bmesace—eg—=nglish

shlelpresentation

Integrity The property thasensitivedata has not been modifies-deletedin an |
unauthorized and undetected manner.

-Ihteractive Two-waycommunication-between-end-users.

ComrHeaten

Interoperability The ability of products or systems to communicate with one another.

=}

Key Encapsulation A method of key recovery in which keys, key parts, or key related
information is encrypted specifically for the KRA Function and

associated with the encrypted data.

Key Escrow - The-processes-ol-managing-{e-enarating.-storing-transferring.

3>A method of key recover_rﬂ whichwherethe secret or private keys,
key partsor key related information to be recoverisdstored by one or

more Key Recovery Agent&therKey-Receveryinrformationmay be
available-elsewhere.

ey Recoyvery Accessto-ptornton-seiceniorecovercresrateddarn, |

Key Recovery A key recovery systerfunctionthat performs a recovery service in

Agent (KRA) response to an authorized reqdestreguestersystem-on-behalfof a
Function reguestar

Key-Recovery Pe#e%s—a—key—reemm#y—sea%&h#espense%—an—aeﬁheﬁzed#eques’!.
AgentFuncmn
7
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o

y hi I ith it : ion or
Cosasesystem  KeyRecovenolidotion-Funeticaorboth.

Key Recovery A product that performs one or more key recowsstenfunctions. |
Product

Key-Recovery-Field A—ﬁeld—ea%pm—by—ﬂw%ey—meeawmeehamsm—ef—a—pmdeﬁ that

Key Recovery All or part of thereguiredinformation that isssed-#mequired forthe |

Information (KRI)  recovery of a key. The KRI does not include a plaintext key.

KeyReegyery Keyrecoverintormaticiwhich-is-spechictensnoleloyrecovery

(KRIF)

Key Recovery A stream-of-bytedata structuréhat serves as a container for a single key

Block (KRB) recovery scheme-specific KRand associates the KRWwith a set of
standard fields in a predefined format.

Key Recovery A policy whichthatspecifies the conditions under which key recovery |

Policy information must be created and conditions under which and to whom

the key recovery information may be releasethay also indicate the |
allowable Key Recovery Agent(s) and how or where key recovery
information must be maintained.

Key Recovery FheA function in a key recovery system-system/subsysisaaby-the

RequestofKRR) reguestoto request keys.
FunetiorFunction

Key-Recovery An-authorized-key-recoveryas-performed-by-a-Key-Recovery-Agent.
Sepdee

Key Recovery CeonsistsThis consist®f the KRIGeneratiorgeneratiorFunetion the

System (KRS) KRI Manragemenimanagement-Funetioand thakey-key Recovery
recovery-Funetionlt includes software, hardware, procedusssl
infrastructure.
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KRA
KRB

KRI Delivery
Function

KRHkey
Encossulation

KRI Generation
Function

KRI-Providers

KRI Validation
Function

KRR

KRS

Layered-Product

Least Abstract
Representation

Key Recovery Agent
Koy RecoveprBlock
A key recovery system functidhatAassembles and formatsekey

recovery information (KRI) and makéseit KRl-availablefor recowery
and validation

A key recovery system function thagéherates all or part of the key

recovery information (KRI);eeded—te—FeeeaM}e—taFget—key—aM—pmwd

A key recovery system function thatChecagthenticatessalidatesor

verifiesthe-avaitlablkey recovery information.

Key Recovery-Reguestor-System. |
Key-Recovens System |

4> The most concrete representation of an implementation (e.g., sour

code) @%e—mp&sen&aﬁen—that—rs—elesest—te—the—m%lemen&aﬂen e.gl
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Presentation of Providingtheinformation necessary to casryg out the assurance
Evidence activity.
Private Key Hnran-asymmetrice(publie)y-key-eryptosystemthat key-of-an-entity

key-pairwhich-is-knrewn-enly-by-that-entity—(R)cryptographic key used

with a public key cryptographic algorithm, uniquely associated with an
entity, and not made public.

Public Key -lronasymetiewey-system— ot koot onentibras-eeydilrn-s
publiely-krown—(2)A cryptographic key used with a public key
cryptographic algorithm, uniquely associated with an entity, and which

may be made public.

Realtime Communication in which data transmisslmetweerthe sender and

Communication receiver is intended to take place in near real tioregontemporaneous
communication. Virtual terminal emulation and Werld wide web are
examples of real time communication. Contrast witflyed delivery
communication.

Recovery
Reqistration W#LauewJey—Feee\mFy—uang—the%RAnformatlon prowded to a KRA

Information in support of (later) key recovery.
(RRI?)Registration
e

o .

Representation An accurate and complete mapping from a higher level representation to
Correspondence  a lower level representation (e.g., from functional requirements to a

10



ADVISORY COMMITTEE DRAFT

#November 1998

Secret Key

Security Domain

Security Policy

: liey
Mocel
SecurbrTarget

Self Recovery

Protocols

SessionKey

July

functional specification, from a functional specification to a high level
design, from a high level design to a low level design, from a low level
design to source code, etc.).

Interacts-with-one-or-more-Key-Recovery-Agents-using-Key-Reeovery
; . I eov.

A cryptographic key used with a secret key [symmetric] cryptographic

algorithm,uniguelyasseciatettnown bywithone or more entities, and
which-shalinot be made pubilic.

1  obi : i . hori I t of
relevantactdtiestaw sithe-setolelemenisare sablecHethescouty

liey-—_admini by tl . horifor i o
activittes—(2)A set of security-related services, mechanisms, and

policies.

#em%he—mqu#emen%s—e#thns—st&%&@—&n%he—addiﬁen&kseeuﬁ%y rule
impeosed-by-the-manufacturer—R set of rules and procedures

regulating the use of informatipmcluding its processing, storage,
distribution and presentation.

U7

Adormal-representation-of-the-security policy-enforced-by-the-product.

: : . I it 0 be
used-as-the-basisfor-evaluation-of-antdentified-product.

Key recovery effected by a subscriber gabscriber organization?), in
contrast to key recovery performed byuaraffiliated third party, e.q., as
a service.

Interactive-communications.

Akey-thatis-used-to-encrypt-andiordecryptdataforasingle
communications-session.

11
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SessionKey
Recovery
SIMIME

Staged Delivery
Communications

Recovery-of-the Data-Eneryption-Key.

Secure MIME-as-defined-by RFC XXX. |

Communication in which dategansmission betwedghe sender and
receiver is stored at one or mangermediate points, e.g., to facilitate

Standard
Communication
Protocol

Store-and-Forward
Communications

Subject

System
TargetkeyKey

TargetkeyKey
nformatiordnforma

communication when not bothesendemndthereceiver are
simulaneously available. Electronic mail is the best knewammple of
staged delivery communication. Contrast with real tftm@munication.

Any communication protocol adopted by a generally recognized
standards organizatiofor this standard, the phrase “standard
communication protocol” encompasses any communication protocol t
has been adopted by a generally-recognized protocol standards
organization, including the International Telecommunication Union
(ITY), International Organization for Standardization (ISO), the
American National Standards Institute (ANSI), the Institute of Electricg
and Electronics Engineers (IEEE), the Asynchronous Transfer Mode
(ATM) Forum and the Internet Engineering Task Force (IETF).
~pick-up-page-13-text]

One-way-communications{i.efrom-a-senderto-areceiver)without the

yelvementetherecelvebnerecelvermayoegurethe

o . hich ic sicnifi I | I he time the
communication-is-sent.

An active entity, generally in the form of a person, process, or device t
causes information to flow among objects (passive entities that contai
receive information) or changes the system state.

nat

—

hat
nor

Includes-seftwarehardware;procedures.

Thecryptographidkey recovered by a Key Recovery System. |

&rInformationprovided-heldy a KRAIN response to an authorized ke

recovery request-which-is-used-to-reconstruct-atarget key—e-g-the target

tion (TKI

key-may-be-reconstructed-by-perorming-a-mathematical-caleulation using
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Protocols

Trusted Path A mechanism by which a person or process can communicate directly

with aeryptographic-modulekey recovery system functi@nd which
caneng#be actlvateubnly by the person process orthe functlon—er

TrustedThird-Party An-entitywhich-istrusted-by-the-parties-performing-the-encryption or

Trusted Time A date and time that is reliable, accurate, and is

Stamp _affixed in such a wagsto preclude undetected modification—that-i can
Betbamediied-bysortes-otherthan
re-irre-smaing-sourecwithancetestion.

s Decrpstion-om-anchypiotkay-byrancthaskoy.

I il hed L ol il : I .
Analysis

Wrap Eneryption-ef-a-cryptographic key-hy-anotherkey. |

15. Qualifications. The security requirements specified in this standard are based upon
information provided by many sources within the Federal government and private industry. The
requirements are designed to protect against adversaries mounting cost-effective attacks on
unclassified government or commercial data. The primary goal in defining effective security for a
system is to make the cost of any attack greater than the possible payoff.

While the security requirements specified in this standard are intended to maintain the security of
a key recovery component, conformance to this standard does not guarantee that a particular
component is secure. It is the responsibility of the manufacturer of a key recovery component to
build the component in a secure manner.

Similarly, the use of a key recovery component that conforms to this standard in an overall
system does not guarantee the security of the overall system. It is the responsibility of an
organization operating a key recovery system to ensure that an overall system provides an
acceptable level of security.

13
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Since a standard of this nature must be flexible enough to adapt to advancements and innovations
in key recovery technology, this standard will be initially reviewed in two years in order to
consider new or revised requirements that may be needed to meet technological changes.

16. Waiver Procedure.To be supplied by the Federal Government.

17. Where to Obtain Copies of the StandardTo be supplied by the Federal Government.

14
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Federal Information
Processing Standards Publication XXX

(Date)

Specifications for the

REQUIREMENTS FOR KEY RECOVERY PRODUCTS

1 OVERVIEW

1.1 Scope of the Standard

1.2 Road Map for the Standard

2 KEY RECOVERY MODEL

2.1 Key Recovery Information (KRI) Generation Function

2.2 KRI Delivery Function

2.3 KRI Validation Function

24 Key Recovery Requestor Function

2.5 Key Recovery Agent Function(s)

2.6 Cryptographic End Systems

2.7 Interoperability

3 SECURITY REQUIREMENTS

3.1 Key Recovery Agent Function Requirements
3.1.1 Level 1- Medium Assurance

3.1.1.1 Cryptographic Functions

3.1.1.2 Cryptographic Algorithms

3.1.1.3 Confidentiality

3.1.1.4 Integrity
3.1.1.5 Audit 23

3.1.1.6 Identification and Authentication

10

11

13

14

15

16

20

21
21
21
21
22
23

25
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3.1.1.7 Access Control

3.1.1.8 Authentication of Received Transactions
3.1.1.9 Non-Repudiation

3.1.1.10 Protection of Trusted Security Functions
3.1.2 Level 2 — High Assurance

3.1.2.1 Cryptographic Functions

3.1.2.2 Cryptographic Algorithms

3.1.2.3 Confidentiality

3.1.2.4 Integrity

3.1.2.5 Audit 31

3.1.2.6 Identification and Authentication

3.1.2.7 Access Control

3.1.2.8 Authentication of Received Transactions
3.1.2.9 Non Repudiation

3.1.2.10 Protection of Trusted Security Functions

3.2 Key Recovery Information Generation Function
3.2.1 Level 1 — Medium Assurance Key Recovery Information Generator
3.2.1.1 Cryptographic Functions
3.2.1.2 Cryptographic Algorithms
3.2.1.3 Confidentiality
3.2.1.4 Integrity
3.2.1.5 Identification and Authentication
3.2.1.6 Access Control
3536
3.2.2 Level 2 — High Assurance Key Recovery Information Generator
3.2.2.1 Cryptographic Functions
3.2.2.2 Cryptographic Algorithms
3.2.2.3 Confidentiality
3.2.2.4 Integrity
3.2.2.5 Identification and Authentication
3637
3.2.2.6 Access Control
3637

3.3 Key Recovery Information Delivery Function

3.4 Key Recovery Information Validation Function

3.4.1 Level 1 — Medium Assurance Key Recovery Information Validation Function
3.4.1.1 Cryptographic Functions

3.4.1.2 Cryptographic Algorithms

3.4.1.3 Integrity

27
29
29
29
30
30
30
30
31

31
32
33
33
33

34
34
34
34
34
35
35

36
36
36
36
36

37

37
37
37
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3.4.2 Level 2 — High Assurance Key Recovery Information Validator
3.4.2.1 Cryptographic Functions
3.4.2.2 Cryptographic Algorithms
3839
3.4.2.3 Integrity
3839

3.5 Key Recovery Requestor Function

3.5.1 Level 1 - Medium Assurance

3.5.1.1 Cryptographic Functions

3.5.1.2 Cryptographic Algorithms

3.5.1.3 Confidentiality

3.5.1.4 Integrity

3.5.1.5 Audit 43

3.5.1.6 Identification and Authentication

3.5.1.7 Access Control

3.5.1.8 Authentication of Received Transactions

3.5.1.9 Non-Repudiation

3.5.1.10 Protection of Trusted Security Functions
4950

3.5.2 Level 2 — High Assurance

3.5.2.1 Cryptographic Functions

3.5.2.2 Cryptographic Algorithms
5051

3.5.2.3 Confidentiality
5051

3.5.2.4 Integrity

3.5.2.5 Audit 51

3.5.2.6 Identification and Authentication

3.5.2.7 Access Control
5152

3.5.2.8 Authentication of Received Transactions
5253

3.5.2.9 Non Repudiation

3.5.2.10 Protection of Trusted Security Functions

KRA Availability

38
38

4142 |

66

The KRA facility should be required to have the capability to securely replicate any KRI stored

in order to support continued on-line access in case of a facility failure.

4 ASSURANCE REQUIREMENTS

66

68
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1 Overview

Federal Agencies have a right and a responsibility to protect the information and data contained

in, processed by, and transmitted between th&rmation TechnologylT) systems. Ownershid

of the information is often shared with individuals, companies, and organizations and therefore
requires that the government protect that information on its own behalf and on behalf of those
co-owners. That protection must meet or exceed Federal Government standards and the standards
of those co-owners.

Encryption is an important tool for protecting the confidentiality of communicated or stored data.
When suitably strong encryption algorithms are employed and implemented with appropriate
assurance, encryption can prevent the disclosure of communicated or stored data to unauthorized
parties. However, the unavailability, loss, or corruption of the keys needed to decrypt encrypted
data may prevent disclosure_to authorized parties. To facilitate authorized access to encrypted
data in the face of such failures, this Standard establishes requirements for key recovery products.

1.1  Scope of the Standard

This Standard neither requires nor endorses any specific technology for use in a Key Recovery
System (KRS). It endeavors to be technology independent, so as not to unduly impede
innovation in this new area. However, it is not the case that every conceivable key recovery
technology will be amenable to successful evaluation under this Standard, e.g., intrinsically
insecure KRS technologies may not be able to be evaluated.

This Standard presents a general model for a KRS. The model identifies functions that are
intrinsic to any KRS: the generation of Key Recovery Information (KRI), the management of

KRI, requests for key recovery, and the satisfaction of such requests by one or more Key
Recovery Agents (KRAs). The Standard establishes functional, security, security assurance and
interoperability requirements that apply to an implementation of each KRS function.

A product submitted for evaluation under this Standard must embody one or more of the KRS
functions defined in this Standard. There is no requirement that a product offered for evaluation
embody all of the defined functions; a compliant product may not constitute a complete KRS.
There is no requirement that a single product or a suite of products from a single vendor embody
all of the functions needed to provide a complete KRS. Thus, the Standard permits the modular
implementation of a KRS, based on the assembly of products from one or more sources. Since an
organization employing key recovery will require a complete KRS, additional guidance should be
provided via other documents to assist in evaluating the security of a system assembled from
products (from one or more vendors) that have been evaluated against this standard.
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The security of a KRS is dependent on a mix of security disciplines, including computer,
communication, procedural, physical, and personnel security. This Standard addresses only the
computer and communication aspects of KRS security. Other critical aspects of KRS operation
are outside the scope of this Standard. For example, a KRS must be available and survivable if it
is to ensure authorized access to encrypted data, but this Standard does not address such
concerns. Thus, compliance with this standard represents a set of necessary but not sufficient
conditions for overall KRS security and utility.

For example, many key recovery schemes make use of public key technology and an assdciated
public key infrastructure (PKI). The security of the resulting KRS is highly dependent on thie
security of the associated PKI. However, the many aspects of PKI security are outside the [scope
of this standard.

If key recovery is offered as a service byaganization-trusted-third-paythatparty
organizatiorcould employ products (e.g., a KRA) that comply with this Standard. However| the

use of compliant products does not ensure the security for a KRS as a whole, nor does it ensure
available or survivable KRS operations, as noted above. Hence, a KRS service cannot be said to
comply with this Standard.

1.2 Road Map for the Standard

Section 2 of this Standard defines the abstract model for a KRS and defines the functions
essential to KRS operation. Any product claiming compliance must identify which KRS
functions are embodied in the product. Section 2 establishes functional and interoperability
requirements for identified KRS functions. A product submitted for certification relative to this
FIPS will be evaluated against the functional and interoperability requirements applicable to the
functions that a vendor asserts are embodied in the product.

Section 3 defines the security requirements for KRS functiéng-Threelevels of compliance
are definedLevel 0,Level 1 and Level 2.evel 0 provides a low level of security for a Key
Recovery Requestor Function providing self-recovery, whereas Levels 1 and 2 provide megdium
and high levels of security functionality for other functions and key recovery scerarios.An
implementation-of afunction-atLeve orovides-basic-security-functionalitywhereas-Leve| 2
offers-a-higherlevel-of security-functionahityhe choice of level for an application or
environment is context sensitive, a function of many factors, and this Standard provides no
guidance to prospective users in this regard. . However, any product claiming compliance with
this Standard must declare the level at which each function of the product is asserted to comply
(i.e., the level of compliance claimed by the developer). Because of the mapping between
security levels and security assurance levels, it is not necessary to separately assert assurance
level compliance.
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Section 4 defines security assurance requirements for the implementation of KRS functions.
These requirements are derived from the Common Cfiteria represent a profile of that

security assurance evaluation criteria for use in this context. Three levels of (increasing) security
assurance are defined: A, B and C. For each KRS function defined in Section 2, and each
security functionality level defined in Section 3, one of these three assurance levels apply. Thus,
there is a one-to-one correspondence between security functionality and assurance levels, on a
per-function basis.

Appendix A provides illustrative examples based on the two key recovery schemes currently in
use — encapsulation and escrow. Examples are provided for communication between two
encapsulation schemes, between two escrow schemes, between an encapsulation and an escrow
scheme, and between each of these schemes and a system with no key recovery.

AppendixA-B contains illustrative examples of how to map the functions defined in the model in
Section 2 to sample KRS products in the context of common applicatterisis appendialso
includes examples of how to map several existing key recovery system technologies to these
functions. These examples are provided to assist vendors and evaluators in understanding the
KRS functional model, but are not normative.

AppendleC descrrbeshe concept oa Key Recovery BIock (KRB)a data structure thatould
: is format

WequeLfacmtate the encapsulatron of KRI from dlfferent key recovery schemes and allow
valrdatron of the mtegrrty of KRl in a KRS |n supporttbterequrrements specn‘red in Sectlon 2
, = tapdard

Appendix&-D definesartwo extensios for X.509 v3 certificatesone for use with a certificate
associated with a KRA and one for uagth subscriber certificatda conjunction with certain

private key escrow schemes-and-a-profilefor-otherextensions-employed-in-such-certificatgs.

Many KRS designs make use of public key certificalése extensiosdefined here providea
standard means of representing certain ghetissupportive of several KRS requirements. This
appendix provides guidance for KRS designers and standards bodies who choose to make use of
X.509 v3 certificates in support of key recovery, but this Standleedmandates neither the use
of X.509 certificates nosft-these extensions.

2'SC 27 N1953, Evaluation Criteria for IT Security, Part 3 — Security Assurance Requirements.
3
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2 Key Recovery Model

A Key Recovery System (KRS) enables authorized persons to recover plaintext from encrypted
data when the decryption key is not otherwise available. Key Recovery is a broad term that
applies to many different key recovery techniques. Each technique will result in the recovery of a
key — herein called the target key. The target key may be either:

* thedatakegata encryption key (DEKhat can be used to decrypt the data, or
* akey that can be used to decrypt the encrygi¢akelDEK.

The information required to recover the target key may be different for each technique. The term
“key recovery information” (KRI) will be used to refer to the aggregate of information needed by

a key recovery technique to recover the target key. The key recovery information can be managed
in a variety of ways. It may exist for only a brief time during electronic transmission, or it may
exist for a relatively long time in storage. The KRI may be distributed among multiple location(s)
(e.g., at one or more Key Recovery Agents (KRAs)-a-registration-autheritygssociated with |

or attached to a message or file, in end user systems, in third party systems, at a CA, in a
certificate, or in a requestor facility).

Two types of key recovery technigues have been addressed in this standard, key encapsulation
and key escrow. The key encapsulation technigue associates key recovery information with the
encrypted data in a manner which allows the KRA to recover the DEK. The key escrow
technique makes the cryptographic end system'’s key, usually a long term key such as a
public/private key pair, directly accessible by a KRA.

Figure 1 presents a generalized model for a Key Recovery System, consisting of a KRI
GeneratiogenerationKRI Managemenmanagemerand Key Recovery. The model addressels
the creation of KRI for the recovery of the target key, the management of the KRI, and the
recovery of the target key from that KRI.
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Figure 1. General Model for Key Recovery Systems

KRI generation is performed by a KRI Generation FunctiondRianagement is performed b
a KRI Delivery Function and a KRI Validation Function. Kesecovery is performed by a Key
Recovery Requestor Function and a KRA Function. The resulting five functions are shown in
Figure 2.

KRI KRI KEY
GENERATION MANAGEMENT RECOVERY
| | |

KRI KRI Key Recovery

Generation *  Delivery *  Requestor

Function Function Function
[ ry
- | ]
! KRI Key Recovery
Validation | »  Agent
Function | Function

Figure 211111111122: The Five Functions of a Key Recovery
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The key recovery model addresses multiple key recovery techniquese(tems2-8ppendix
A) and supports a wide variety of data applications, including:

* InteractiveRealtimecommunication sessions
o Store-and-forwaifitaged delivergommunications
» Data storage

A Key Recovery System (KRS) may exist over multiple “locations” (e.g., cryptographic end
systems, KRA systems, requestor system, and storage or transmission media). The normal key
used by a target application exchange mechanism need not be affected by the use of key recovery
mechanisms. However, key exchange mechanisms may be used to support the creation and
distribution of key recovery information (e.g., the integration of KRI into existing key exchange
mechanisms is not precluded). In the future, key exchange protocol designers may find it
beneficial to integrate key recovery into the base design of the protocol.

AppendixBA provides examples of the distribution of functions of the model within productls
implementing a Key Recovery System.

The functions of the Key Recovery Model specified in this standard must be implemented in
products which, when used together with a key recovery policy and procedures, form a Key
Recovery System. A key recovery policy specifies the conditions under which key recovery
information must be created and the conditions under which key recovery information may be
released. The policy identifies the authorized key requestors and specifies the conditions under
which each requestor is authorized to access data. The policy may also indicate the allowable
Key Recovery Agent(s), how or where key recovery information must be maintained, and
whether or not the received encrypted information should be processed when key recovery
information is not available. The key recovery policy could be “hardwired” (e.g., implemented in
a manner which does not allow key recovery to be bypassed), selectable by a user, or
implemented in policy management tables or modules.

The remainder of this section identifies functional and interoperability requirements for key
recovery products which are designed to be conformant with this standard. Requirements are
designated by “Req” numbers, and the requirement and its number are presented in a bold font.
Explanatory text is provided in subsequent paragraphs.

(Req. 1) There shall be a well-defined mapping from the key recovery functions
of a product to the functions of the key recovery model. A vendor shall
provide a document describing the complete KRS scheme in which
the product(s) submitted for evaluation are intended to operate. It shall
be possible to test the described interfaces between the product(s)
and the functions needed to provide a complete KRS scheme. PBRob |

7
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= REDEFERMINNG T EE SN ER RRODUCTE A

CRYPTOGRAPHIC END-SYSTEM} ‘
A product claiming compliance with the Standard must be mappable to one or more of the KRS
functions defined in this Standard. There is no requirement that a product offered for evaluation
embody all of the defined functions, nor is there a requirement that a single vendor provide a
complete KRS. The modular implementation of a KRS, based on the assembly of components
from one or more sources, is allowed. However, a vendor submitting a product for evaluation
must provide a thorough description of how the KRS functopesatein the producand how
theyfit into a complete KRS. The description must include all interfaces between the KRS
functions embodied in the submitted product and any KRS functions with which these functions
interact. For product evaluation, it must be possible to test these interactions, either by

assembling a complete KRS, or through the use of simulation, test fixtures, or through analytic
meanshexdtrermJar-re—FoCrelationship|

(Req. 2) A vendor submitting a product for evaluation shall submit a theory of
compliance document that describes how the product complies with
all of the applicable requirements in this FIPS.

The scope of the theory of compliance document includes all of the requirements establishjed in
this FIPS, including functional, security, and assurance requirements. (A document addregsing
the security and assurance requirements is sometimes referred to as a “security target.”)

Reg—2}(Req. 3) A product submitted for evaluation shall be configurable so |
that it would be possible to interoperate with some product(s) (extant
or not) to form a complete KRS composed only from compliant KRS
functions. Each KRS function in the selected subset shall be capable
of operating independently of the functions outside of the selected
subset.

A product may be submitted for the evaluation of a subset of the KRS functions it provides. This
allows a product to offer both compliant and non-compliant KRS functions, and receive
certification only for the compliant functions.

Reg—3}(Req. 4) If a function in a product submitted for evaluation may operate
in both compliant and non-compliant modes, the product shall be
configurable so that one can determine unambiguously whether the
compliant or non-compliant mode of the function will be invoked.
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2.1 Key Recovery Information (KRI) Generation Function

Reg—4)(Req. 5)  Each instance of the KRI Generation Function shall generate |
all or part of the KRI. If KRI is generated by more than one instance of
this function, the set of all KRI generating functions shall yield KRI
sufficient for key recovery.

The KRI Generation Function consists of one or more KRI-generating ertitesalled-KRI

providers A KRI--previdergenerating entitgould, for example, be the sender or receiver of
communication, a Certification Authority (CA), a Key Distribution CerdeRegistration

Autherity; or a component vendor. The KRI may include the identity of a KRA, the identity af a
key, a date and time, authorization information, an indication of the key recovery type and
manufacturer, an algorithm identifier, an encrypted key, or pointer information (e.g., information
that points to the location or holder of a key). The method in which this function is implemented
often differs among key recovery schemes, hence no detailed requirements are expressed for this
function.

The KRI Generation Function may be distributed over multiple locations (e.g., systems, or
hardware or software products) - all KRI required to recover a giaenkeDEK/ciphertext set |
need not be created by the same generating entity. For example, the entity generating an
encryption key pair may be different than the entity using that key pair to secdegdahHeDEK
which was used to encrypt the ciphertext data. See Appéndifor further examples.

During an initialization or configuration stage, and at times of periodic updates, the KRI-
generating entities obtain initialization information and cryptographic parameters, or otherwise
are configured to establish shared information as necessary with the K&i(syder toallow
key recovery. For example, fEiR-key encapsulation systenisee-Appendix-Einitialization
may involve obtaining authentic copies of the KRA public key(s) for subsequent use in
encapsulating the KRI by the cryptographic end system. For key escrow sistemgpendix
E), initialization and configuration may involve setting parameters that will allow a secure
communication channel to be established between a cryptographic end system and a KRA for the
escrowing of private keys. These are critical aspects of the overall Key Recovery System, but
their definition is beyond the scope of this documgnitlS IS WHAT WE RECENTLY
CALLED RRI. DO WE NEED TO CREATE ONE OR MORE NEW FUNCTIONS FOR THE
MODEL (RECOVERY REGISTRATION INFORMATION GENERATION, DELIVERY, ...),
UPDATE FIGURES 1 AND 2, ADD A NEW SUB-SECTION HERE IN SECTION 2, AND
CORRESPONDING SUB-SECTIONS IN SECTION 3, PLUS NEW TABLE ENTRIES IN
SECTION 4.]

Reg-—5}(Req. 6)  An instance of the KRI Generation Function assembles and |
formats all or part of the KRI for use by other key recovery functions.

9
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The KRI Generation Function generates, assembles and formats the KRI, as appropriate, for
consumption by the KRI Validation Function, the Key Recovery Requestor Function and the
KRA Function. The format of the KRI and its delivery method is generally specific to a key
recovery technique. Information may be acquired from multiple sources (e.g., one or more CA
certificates, a key generation device or a time stamping device) in order to generate the required
KRI necessary for a given key recovery technique.

A method is required for associating encrypted data with the KRI that can be used to recover that
data. This may be accomplished in a product by (1) providing plaintext information pointing to
the KRI within a structure containing the encrypted data, (2) providing plaintext information
pointing to the encrypted data within a structure containing the KRI, (3) by a well-defined
placement of the KRI and the encrypted data (e.g., within the same message), (4) by acquiring
information from another source associated with the encrypted data (e.g., by examining a
certificate to determine that a key is escrowed), or (5) by a combination of such techniques.

Reg-—6}(Req. 7)  The KRI Generation Function is responsible for ensuring the |
validity of its output.

This includes all information generated by the function itself, as well as information generated by
other sources (e.g., another KRI Generation Function, a CA, time stamping authority, etc.) which
are used in the assembly and format process. In some instances this requirement may be met by
authenticating the sources of inputs to KRI generation, as opposed to validating the inputs
themselves.

Reg—A(Req. 8) The KRI Generation Function shall provide the generated KRI |
to the KRI Delivery Function.

Reg—8}(Req. 9)  AlLevel 2 product shall not provide a facility to deactivate KRI |
generation.

For a Level 1 product, KRI generation may be configurable. In a Level 2 product, there must be
no facility to deactivate KRI generation.

-2.2  KRI Delivery Function

The KRI Delivery Function makes the generated KRI available for validation and recovery (e.g.,
by storing or transmitting the KRI). The KRI Delivery Function may be distributed over multiple
locations (e.g., systems, or hardware or software products).

10
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Reg—9}(Req. 10) When KRI is delivered in conjunction with a standard |
communication protocol, the transmission format shall be determined
by that protocol standard.

There are a number of standard communication protocols that allow the use of encryption to
protect the data carried by that protocol. When KRI is introduced into one of these
communication protocols, it must be done in a manner that preserves the ability to communicate
(see Section 2.7, Interoperability).

Reg—106}(Req. 11) The KRI Delivery Function shall store KRI with persistence |
and availability commensurate with that of the corresponding stored
ciphertext.

KRI for a givendata-kefDEK/ciphertext pair must be available for the duration of time that thie
given ciphertext exists. If the ciphertext is decrypted and subsequently not available in its

original ciphertext form (e.g., stored in plaintext or re-encrypted with a diffdetatkeDEK), |

then the original KRI is no longer required. The KRI Delivery Function is expected to call upon
normally available storage system resources to effect appropriate persistence and availability, but
no extraordinary measures need be employed.

Reg—11)(Req. 12) The KRI Delivery Function shall make the KRI available to the |
Key Recovery Requestor Function or the KRA Function or both.

The KRI Delivery Function shall make the KRI available to the Key Recovery Requestor
Function or the KRA Function(s) or a combination thereof. The term “make available” is system
dependent and includes sending the KRI to the Key Recovery Reduestbiondirectly, or
depositing the KRI in one or more locations known to and accessible by the Key Recovery

Requestofi-etherequestor{gilnction |

Reg—12}(Req. 13) The KRI Delivery Function (for level 2 compliance) shall make |
the KRI available to the KRI Validation Function.

The KRI Delivery Function must provide the KRI produced by the KRI Generation Function to
the KRI Validation Function. The method of delivery may be via a communication channel,
storage device or directly between modules within the same system.

2.3 KRI Validation Function

(Reqg. 14) The KRI Validation Function shall be configurable.

11
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[THE ISSUE OF CONFIGURABILITY NEEDS TO BE REVISITED. SPECIFICALLY, A
PRODUCT NEED NOT BE CONFIGURABLE IF THERE ARE NO “NON-COMPLIANT”
FEATURES - ONLY IF NON-COMPLIANT FEATURES ARE PRESENT AND NEED TO B

SWITCHED OFF/ON FOR THE PRODUCT TO OPERATE IN A FIPS COMPLIANT MODE.

THIS SHOULD JUST REQUIRE A CAREFUL WORDING.]

In order to facilitate interoperability due to differences in key recovery schemes, levels of
functionality, and/or configuration (e.q., whether or not key recovery is enabled), this functi
needs be configurable. If KRI validation is enabled (i.e., turned on), it may prevent interope

DN
ration

between two cryptographic end systems.

Reg—13}(Req. 15) For level 2 compliance, if KRI Validation fails, access to |

plaintext at the cryptographic end system shall be denied.

The KRI Validation Function ensures that KRI is valid and usable for key recovery. The intent of
this function is to provide assurance that a key requestor can use KRI to successfully recover a
target key in order to recover encrypted data. Several methiogdidation may be performed, |

including:

» Checking certificates for the presence of KRI (e.g., KRA identities, key recovery
technique),

* Checking that KRI is available for a KRA (e.g., in a recipient list or a key recovery

block),
» Authenticating the source of the KRI,

» Validating the integrity of KRI associated with the encrypted data (e.g., received
the same message), and

» Verifying that the KRI can actually be used to recoverdidiekelpEK needed to
decrypt the encrypted data (e.g., the correct target key can be produced).

in

» Creating KR, either when no KRI is received or in lieu of accepting and verifying

KRI that is received, or if validation of received KRI is not successful. (In the last

examplefailurethe failureof the received validation is “overridden” by the receivef’s

generation of KRI.) In this case, a KRI Generation Function must be available.

12
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24 Key Recovery RequestofKRR) Function

The Key Recovery Requestor Functlon authentlcates the entlty maklng the (é_u,g@uest r
to the Key Recovery Age Key ofdlg and
a Requestor Subsystdsee Flgure 3) The requestor is an entlty Who seeks to recover
information that will allow the decryption of encrypted data. A request kely recovenservice
made by a requestor usiagRegquestor-Subsystém KRR Functiorto interact with one or more
Key Recovery Agents, must be an authorized request -- the reqaestiive-Regquestor
Subsystenthat issues a request f@key recoveryservicemust be authorized under system
policy to access the data that can be decrypted using the recovered target key. Furthermore, the

requestoend-the-Regquestor-Subsystamast establish thieright to access that data. The |
authentication and authorization process is beyond the scope of this standard.

Registration Information i
Key KRI KRA
> ‘ n
KRI Recovery EKRA
—
Requestor
TKI 2
Funection -— KRA
1

Figure 222222222233: Key Recovery Functions

Reg—14)(Req. 16) For given KRI, the KeyReecoveryReguestor—KRR Function

shall have the ability to recover a target key by interacting with one or
more Key Recovery Agents.

The requestor provides key recovery information tadR& ReguestoSubsystefiunction The

KRR ReguestoSubsystentrunctian interacts with one or more KRAS to obtain eitiera

target keysrmultiple key partsor key related information which will allow the reconstruction

of theatarget key. The target key may then be used to recover the data using a Data Recoyery
System. The Data Recovery System is not specified in this standard.

KRI may be designed so that one KRA may not be able to provide all the information necessary

to recover a target key. For example, each KRA may be able to provideelekayetscomgonentsl
which are then combined to reconstruct the target key.

13
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(Req. 17) Encrypted data transmitted by the KRR Function shall be recoverable.

This requirement and its complement in the next section, enstirat KRR-KRA
communication is recoverable.

2.5 Key Recovery Agent Functiofs)

A Key Recovery Agent (KRA) Function, is a trusted function that perferkey recovery
servicein response to an authorized request madeldyfa RegquestoSubsystent-unctionon
behalf of a requestor.

Reg—15)(Req. 18) The KRA shall store keys, key components or any other
information required to satisfy the recovery of a target key .

(Reqg. 19) All of the data needed to operate the KRA, and all cryptomodules
employed by the KRA, must be securely replicable, in support of

availability.

The @Provision of a facility to duplicate the databases and to instantiate duplicate (equivale
cryptomodules satisfies this requirement. There is not a requirement for the replicated KRA
available onlinetheuse of an archive capability satisfies this requirement so long as the KR
can be reconstituted from the backup database and through use of a distinct (but equivale

cryptomodule.

o I | o | -
(Reqg. 20) A Key Recovery Agent Function shall have the ability to process the

KRI provided by the Key Recovery Requestor Function. Processing by
the Key Recovery Agent Function shall yield some or all of the
information required to decrypt data acquired by a Requestor.

The key recovergervieeperformed by a KRA consists of processing all or part of the KRI
provided to the KRA by thE RRReguestoSubsysterfrunction and returning an output value t

nt)
\ to be
A
nt)

D

the KRR FunctioiReguester-SubsysteMhe output value may be either the target key, or

multiple key parts or key related information which will allow the reconstruction of the target

key.
14
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(Req. 21) Encrypted data transmitted by the KRA Function shall be recoverable.

This requirement, and its complement in the preceding section, ensure that KRR-KRA
communication is recoverable.

2.6 Cryptographic End Systems

The functions of the Key Recovery Model specified in this standard must be implemented in
products which, when used together with a key recovery policy and procedures, form a Key
Recovery System. The key recovery functions within the model may be distributed across these
products as appropriate for the specific key recovery technique and the key recovery policy
adopted for an organization. This section defines the concept of a cryptographic end system, as
needed to support validation of interoperability requirements.

Reg—1A(Req. 22) A vendor submitting a product for evaluation under this |
Standard shall declare the product as a cryptographic end system if it
encrypts or decrypts application data using a target key and
incorporates a KRI Generation, KRI Delivery, or KRI Validation
Function.

In order to recover encrypted data, the key recovery information must be generated in order to
allow the recovery oflatakelDEKs used by that system. The KRI may be made available in |
various ways, e.g., as encapsulated information which may be stored or communicated with the
encrypted data, or as escrowed data, or both.

The model does not specify which system or systems generate the KRI. When KRI is generated
by cryptographic end systems, the KRI could be generated by the entity that encrypts data (e.g.,
the sender) or the entity that decrypts data (e.g., the receiver). A cryptographic end system
generates and processes KRI in accordance with a specified key recovery policy.

Note that cryptographic end system products need not contain a specific set of key recovery
functions (see Appendi&B). The use of the functions within a cryptographic end system cavh
depend on which key recovery technique is being used and whether the system is acting as a
sender or receiver system. When a key encapsulation application is acting as a sender, it would
typically perform the KRI Generate and Delivery Functions, whereas when acting as a r'ﬂ*cetiver,
the applicatiorwould often perform the KRI Validation Function. In a key escrow-based
application, however, the sender may perform the KRI Validation Function, rather than the
receiver.
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2.7 Interoperability

[steve to re-write]

This standard establishes interoperability requirementssfarral-types-of key-recovery-system
produetsccryptographic end systemisey-Recovery-Agents-and-Key-Recovery-Reguesihm
interoperability requirements are imposed on communication between a cryptographic end
system and a Key Recovery Agent (KRAINong KRAs;or between a KRR and a KR this

thelatter casg the imposition of interoperability requirements is viewed as potentially too
restrictive in light of the wide range of key recovery technologies that this Standard attempts to
embrace.

KRR)
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D reduce
do so

g

Interoperability requirements for cryptographic end systems apply only to the use of key recovery
for communicated data, not for data storage. With regard to such systems, interoperability
requirements apply only in the context of systems that communicate in an interoperable,

encrypted fashion, exclusive of the use of key recovery technology. Such systems fall into two
categories: those that make usésihndard-communication protocols and those that make ug

of “proprletary" protocolsFe%s%ﬂard—ﬁ%ph%aseisw}da@eemMMGa%@n—pmtocol”

Mede%AIM%Fem#Faﬁd%hHMemeLEngmee#ngiFask—FeFee{-E?@Ihls standard, the

phrase “standard communication protocol” encompasses any communication protocol that]
been adopted by a generally-recognized protocol standards organization, including the
International Telecommunication Union (ITU), International Organization for Standardizatia
(ISO), the American National Standards Institute (ANSI), the Institute of Electrical and
Electronics Engineers (IEEE), the Asvnchronous Transfer Mode (ATM) Forum and the Intg
Engineering Task Force (IET
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No interoperability requirements are established for cryptographic end systems that engage in
encrypted communications using proprietary communication protocols. Such systems typically
exhibit limited interoperability (except within individual vendor product lines) due to the use of
non-standard protocols. Still, vendors who choose to incorporate key recovery technology in their
products are encouraged to do so in a fashion that minimizes disruption to the installed product
base in order to facilitate communication between key recovery products and non-key recovery
products.

Reg—18}(Req. 23) The cryptographic end system shall be configurable so that |
interoperability is preserved when communicating with key recovery
capable or non-key recovery capable end systems.

When key recovery is introduced into a system using a standard (encrypted) communication
protocol, it must be done in a fashion that preserves interoperability, i.e., if two systems were
able to communicate securely prior to the introduction of key recovery technology, then they
must be able to do so after the introduction of the technology. Some key recovery capable
systems may be configured so that they will refuse to communicate with other systems unless it
can be determined that the other systems are employing key recovery. If this feature is activated,
it may prevent interoperability between otherwise interoperable systémsaclusion of such a
configurable feature does not disqualify a system relati{Req. 23)above However, the

presence of this configurable feature does not exempt a system from meeting the interoperability
requirements detailed below. There are two general approaches to meeting this requirement.

If a key escrow schemeee-Appendix-Eis employed, the (extant) secure communication |
protocol employed by the cryptographic end systems need not be modified to carry any key
recovery information, and thus, interoperability is inherently preserved. Note that in this case,
interoperability is preserved both amangtems capable &y recoveneapable-systemand
betweerkeyrecovery-capabiech systemandnen-key-recovery-capable-systehuse that are

not capable of key recoverlf no changes are made to the secure communication protocol,
including any supporting key and/or certificate management protocols, then it may or may not be
possible for communicating systems to determine if key recovery is being employed. If a key
escrow scheme elects to transmit some information in a secure communication protocol to
indicate that key recovery is enabled, then it mestonfigurable tdo so in a fashion that does|

not impair interoperability. For example, if X.509 public key certificates are employed to support
secure communication, an extension can be added to each certificate specifying the KRA(s) for
the subject. If such an extension is employed and not marked “critical”, this approach complies
with the interoperability requirement established here. However, if such an extension were
employed and marked “critical”, this would not be compliant, as it would inhibit interoperability
with non-key recovery aware systems. See Appe@dixfor a proposed X.509 certificate |
extension.
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If a KRI-keyencapsulation schenieee-Appendix-Els employedihekey-recovery-information

wil-KRI maybe carried in the secure communication protocol. In some standard, secure
communication protocols, it is possible to carry this information in a fashion that preserves
interoperability without modifying the protocol. For example, in a secure e-mail protocol (e.g.,
MSP?, PGP, SIMIME®, or X.41F an additional recipient, representing a KRA, could be added to
the per-recipient token list to provide key recovery on a per message basis.

One may also support key encapsulation in an interoperable fashion by transmitting KRI via a
parallel communication path that does not impinge on the target communication protocol, i.e.,
the protocol for which key recovery is being effected. For example, in the Internet environment
one might transmit KRI in the payload of ICMP Echo messages, exchanged between the parties
whose communication is intended to be key recoverable. Betamm®cessing of ICMP Echo
messages is a standard feature of Internet protocol implementations and does not require parsing
of the payload, this approach to key recovery meets the interoperability requirements established
in this Standard.

In a session key management protocol, one party may transmit per-session KRI. For example, the
IEEE 802.10c Key Management protddalcorporates an optional field in the Pick-SA-Attrs
exchange to carry KRI. In ISAKMPone partyearcouldtransmit a (yet to be defined) NOTIFY|
message with a payload containing per-session KRI. A compliant ISAKMP implememtdtion
would silently discard an unrecognized payload, thus preserving interoperability. These
approaches to key recovery are compliant with the interoperability requirements established in
this Standard.

If it is necessary to transport KRIithin the target protocpand there is no provision in a |
standard communication protocol for doing so in an interoperable fashion, then it will be
necessary to modify/extend the protocol to carry such information. It is outside the scope of this
standard to specify how key recovery information should be transported in the context of such
protocols. The definition of an interoperable means of carrying such information is solely the
purview of the cognizant standards body for each affected protocol.

% Message Security Protocol (MSP), Specification SDN.701 Revision 3.0 1994-03-21
* REFERENCE NEEDED
> Secure Multipurpose Internet Mail Extension
® ITU-T: Information technology - Message Handling Systems (MHS): Message transfer system:
Abstract service definition and procedures,11/1995
" [EEE 802.10c/D6, Standard for Interoperable LAN Security-Part C: Key Management.
8 Internet Security Association Key Management Protocol
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Reg—19)(Req. 24) A vendor of a cryptographic end system shall provide
documentation demonstrating that the product transports KRl in a

fashion consistent with the specification developed and adopted by
the cognizant standards body for the protocol in question.
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3 Security Requirements

This section defines security requirements for all of the functions defined in the KRS model

established in Section 2. The security requirements have been defined to allow a variety of
product architectures. Examples include, but are not limited to: a product on which no

unevaluated software or firmware can be loaded, a product on which no other software or
firmware can be loaded, and a product built to run on a general purpose operating system

UNIX Wlndows NT etc. )IhFS—SGGHGH—deﬁF}eS—SEGHFRy—FGQHWGme%%F&”—GHheiHﬂﬁtIOHS

(e.g.,

The requirements for the various key recovery system functions have been defined so that

product archltecture can be evaluated—'FheLFequ#emen%sﬁfer—thméRAranthhe%ey—Recov

A product architecture may imply that some of the requirements are sasgfieslthe threats

the requirements are supposed to mitigate, do not arise in that architecture. For example,

ich

stem,

any

ery
. Thisis

if the

product is a monolithic product on which no other software/firmware can be loaded, the domain

separation, trusted path, and reference validation mechanism requirements do not apply s
untrusted software threat does not exist. In such situations, the product is considered con
with this standard with respect to the requirements in guestion.

Some of the requirements may be satisfied by the underlying general purpose system soft
such as the operating system, and/or DBMS. For example, the underlying operating syste
satisfy the identification and authentication, and audit requirements.

[CHECK TO SEE IF INTRODUCTION OF SELF RECOVERY NOTION, E.G., LEVEL 0

KRR, INTERACTIONS BADLY WITH THE FOLLOWING KRA REQUIREI\/IENTS
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This section requires that the key recovery functions are implemented in products which cc

to FIPS 140-1, levels 1,2.0r 3.

Level 1 specifiedasic security requirements for a cryptomodule. No physical sec

mechanisms are required in the module beyond the requirement for production
equipment. Software cryptographic functions may be performed in a general pu
personal computer.

Level 2 improves upon the physical security of a Level 1 cryptomoduleldy

requiring tamper evident coatings or seals, or pick-resistant I&Rs.eQuiring role-
based authentication and3c] allowing software cryptography in multi-use
timeshared systems when used in conjunction with & dE2quivalent operating

system.

Level 3 improves upon the Level 1 and 2 requirements for cryptomoduleiby

requiring tamper detection mechanisnih) (requiring identity-based authenticatio
(3c) specifying stronger_requirements for _entering and outputting critical sead
parameters, and4d) allowing software cryptography in multi-user timeshar
systems when a B1 or equivalent trusted operating system is employed along
trusted path for the entry and output of critical security parameters.

nform

Lrity
~grade
iIrpose

~
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(
N,
urity
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° The C2, B1 and B2 ratings are in accordance with the TCSEC (see the cross index in the
Announcement section).
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3.12 Key Recovery Information Generation Function

321.1 Level 1 — MediumAssuraneeSecurity Key Recovery Information Generator

Note that these requirements are applicable to cryptographic end system products.

3-2.1.1.1 Cryptographic Functions

Reg—906}(Req. 25) All cryptographic modules shall be  compliant with FIPS 140-
1, Level 1 eemphant-or higher .

3.21.1.2 Cryptographic Algorithms

Reg—914)(Req. 26) A KRI Generation Function submitted for evaluation shall be
able to be configured to use only FIPS approved algorithms (where
applicable).

If a cryptographic function can be effected using a FIPS approved algorithm, it must be possible
to configure the KRA to make use of this algorithm. However, if a key recovery scheme requires
a cryptographic function not supported by any FIPS approved algorithms, there is no requifement

to make use of such algorithm, e.qg., use of B key encapsulation.

3.21.1.3 Confidentiality

This requirement is intended to minimize the vulnerability created by the key recovery
mechanism. The key recovery mechanism should not be weaker and thus easier to attack than
the original encryption mechanism.

Reg—92}(Req. 27) Transmitted targetkey-infermation—KRI must be protected via
encryption. The strength of the algorithm used to protect the frget

keyKRI-irformation— shall be greater than or equal to the strength of the
encryption and key management algorithms employed for data
encryption or for generation of the keys being recovered.

11 ANSI X9.

Se#wees—tndustr—y—QFDSA)ﬁl Key Manaqement Usmq ReverS|bIe PUb|IC Key Cryptoqraphy or
the Financial Services Industry.
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321.1.4 Integrity

These requirements counter the threat of an outsider corrupting the KRI.

Reg—93}(Req. 28) The KRI Generation Function shall generate an integrity value |
for the KRI.

Reg—94}(Req. 29) The KRI Generation Function shall associate the KRI with the |
encrypted data.

Reg—95}(Req. 30) The KRI Generation Function shall generate an integrity value |
for the association of the KRI to the data.

As an example, a key recovery scheme that includes a keyed message digest computed on the
KRI using thedatakelDEK meets all of the above three requirements. (Req. 28) is met sincb the
keyed message digest provides integrity. (Req. 29) is met by the unambiguous placement of KRI
and encrypted data as defined by the protocol (e.qg., fixed location, pointer, tagged information,
etc.). (Req. 30) is met since the same key is used to calculate or verify the keyed message digest
and to decrypt the data, which ensures the integrity of the association between the KRI and the
encrypted data.

3.21.1.5 Identification and Authentication ‘

Reg-—96)(Req. 31) All cryptographic modules shall implement role-based |
authentication.

Reg—94(Req. 32) Oneoftherolesshallbethe—The cryptographic module shall
include a system administrator role.

321.1.6 Access Control ‘

Reg—98}(Req. 33) The KRI Generation Function shall allow only  the-a system |
administrator to configure this function.

Reg—99}(Req. 34) At a minimum, the configurations shall include activation and |
deactivation of this function.
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Note that a product in which KRI generation is always active need not meet the requirements of
this section nor of Section&..1.5.

3.21.2 Level 2 — HighAssuraneeSecurity Key Recovery Information Generator

321.2.1 Cryptographic Functions

{Reg—1006}(Req. 35) All cryptographic modules shall be  compliant with _FIPS 140-
1, Level 2 eemphant-or higher .

3.21.2.2 Cryptographic Algorithms

Same as Level 1.

3.21.2.3 Confidentiality ‘

Same as Level 1.

321.2.4 Integrity ‘

All of Level 1 requirements apply as well as the following:

Reg—1061)(Req. 36) The product shall generate KRI to allow the KRI Validation |
Function to verify that the KRI can be successfully used to recover the
target key.

Note that an instance of a KRI Generation Function may not provide all of the data required for
the KRI Validation Function.

3.21.2.5 Identification and Authentication ‘

No additionalrequirements at this level. |

3.21.2.6 Access Control ‘
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No additionalrequirements at this level. |

332 Key Recovery Information Delivery Function ‘

No Security requirements.

3.43 Key Recovery Information Validation Function

Note that a KRS composed from Level 1 products need not include a KRI Validation Function.

343.1 Level 1 — MediumAssuraneeSecurity Key Recovery Information Validation
Function

343.1.1 Cryptographic Functions

Reg—102}(Req. 37) All cryptographic modules shall be  compliant with FIPS 140-
1, Level 1 eemphant-or higher .

3.4.3.1.2 Cryptographic Algorithms

Reg—103}(Req. 38) A KRI Validation Function which is submitted for evaluation |
shall be able to be configured to use only FIPS approved algorithms
(where applicable).

3.4.3.1.3 Integrity

The purpose of the integrity requirements is to ensure that the KRI can be used to successfully
decrypt the communication when the receiver can successfully decrypt the communication.
Level 1 requirements counter the threat of an outsider corrupting the KRI. Level 2 requirements
counter the threat of the sender corrupting the KRI.
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Reg—105)(Req. 39) Prior to decrypting the data, the KRI Validation Function (if
enabled) shall verify the inteqgrity value for thatt-he KRlaecquired-was—

thatrtended—bythe KRI Sereratienfronstcn—.

Reg—106}(Req. 40) Prior to decrypting the data, the KRI validation Function (if
enabled) shall verify that-the association of the KRI with the encrypted

data-was-thatintended-by-the KRFGeneration-Function——,

Reg—1074(Req. 41) -Prior to decrypting the data, the KRI Validation Function (f
enabled) shall verify the integrity value foref the association of the KRI
to the encrypted data.

See Section 31.1.4 “Key Recovery Information Generation Function — Integrity” for an |
example of how the above integrity requirements can be satisfied.

343.2 Level 2 — HighAssuraneeSecurity Key Recovery Information Validator

343.2.1 Cryptographic Functions

{Reg—108}(Req. 42) _All cryptographic modules shall be  compliant with _FIPS 140-
1, Level 2 eempha—ntor higher .

3:.43.2.2 Cryptographic Algorithms

Same as Level 1.

3.4.3.2.3 Integrity
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Reg—109)(Req. 43) When interoperating with another product implementing the
same key recovery scheme, the product shall meet at least one of the
following requirements. Otherwise __, the product needs to meet only the
Level 1 inteqgrity requirements.

(a) The KRI Validation Function shall ensure that the KRI received is
accurate, i.e., the information can be used to perform key
recovery successfully.

Reg-—110}(b) A KRI Generation Function in the receiving
cryptographic end system shall generate accurate key recovery
information for received encrypted data.

{Reg—3111(c) The receiving cryptographic end system shall not be
able to obtain the correct data decryption key if the received key
recovery information is not accurate

354 Key Recovery Requestor Function
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3.4.1 343 —Level 0- Low Security

For this function, a third, lower level of security requirements is defined. The primary
motivation for this additional level is self-recovery.

354.1.1 Cryptographic Functions

(Req. 44) All cryptographic modules shall be compliant with FIPS 140-1, Level 1
or_higher.

354.1.2 Cryptographic Algorithms

(Req. 45) A Key Recovery Requestor fFunction which is submitted for evaluation
shall be able to be configured to use only FIPS approved algorithms
(where applicable).

If a cryptographic function can be effected using a FIPS approved algorithm, it must be pog
to configure theeguestakRR Functionto make use of this algorithm. However, if a key

recovery scheme requires a cryptographic function not supported by any FIPS approved
algorithms, there is no requirement to make usssefihis algorithm, e.g., use of RS#or key

encapsulation.

354.1.3 Confidentiality

There are no confidentiality requirements imposed at this level.

354.1.4 Integrity

(Req. 46) The product shall apply data origin authentication to all requests. The
strength of the algorithm used for authentication shall be greater than
or equal to the strength of the encryption and key management
algorithms employed for data encryption or for generation of the keys

5Sible

being recovered.

12 ANSI X9.31, Digital Signatures Using Reversible Public Key Cryptography for the Financial

Services Industry (rDSA)
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(Req. 47) The product shall apply integrity services to all requests. The strength

of the algorithm used for integrity shall be greater than or equal to the

strength of the encryption and key management algorithms employed

for data encryption or for generation of the keys being recovered.

354.1.5 Audit
There are no audit requirements imposed at this level.

354.1.6 ldentification and Authentication (I&A)

There are no I&A requirements imposed at this level.

354.1.7 Access Control

There are naceess-controkquirements imposed at this le¥et access control

354.1.8 Authentication of Received Transactions

There are nauthentication-ofreceived-transactionguirements imposed at this level the
authentication of received transactions

354.1.9 Non-Repudiation

(Req. 48) The product shall provide time stamps for use in transactions with the

KRA Function.

(Req. 49) The product shall generate evidence of origin for key recovery
requests.

354.1.10 Protection of Trusted Security Functions

There are n@rotection-oftrusted-saaty-functionsrequirements imposed at this level the
protection of trusted security functions

353 tevel +—Medium-Assurane8.4.2 Level 1 — MediumSecurity
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3544.21 Cryptographic Functions ‘

Reg—112}(Req. 50) All cryptographic modules shall be compliant with FIPS 140- |
1, Level 2 or higher.

ssible
ne

ILevel O.

3534.23 Confidentiality

Reg—114)(Req. 51) The requestor—KRR Function _shall protect both received

and/er stored KRI-TKI against disclosure to unauthorized individuals

Note: Storing thelataTKI in encryptedorm orard implementing access contrassareenetwo
examples ofvays to meet this requirement.

Reg—115)(Req. 52) The reguester—KRR Function _shall protect the key recovery

request ( especially the identities of subjects and time periods, if
applicable) transmitted against disclosure to parties other than the
KRA.

Note: Encryption of the request is one way to meet this requirement.

13 ANSI X9.31, Digital Signatures Using Reversible Public Key Cryptography for the Financial
Services Industry (rDSA)
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(Req. 53) If a requestor-KRR Function is required, by policy, to notify other
parties when key recovery requests are performed, such notifications
shall be protected against unauthorized disclosure.

Note: Encryption of the notification is one way to meet this requirement.

Reg—116}(Req. 54) The product shall apply confidentiality services to all
requests _and notifications . The strength of the algorithm used for

confidentiality shall be greater than or equal to the strength of the
encryption and key management algorithms employed for data
encryption or for generation of the keys being recovered.

3534.24 Integrity

the
ipn
5 being

35.4.25  Audit

These requirements are used to create a log of information to allow oversight by a security officer
in orderto detect unauthorized operations by a Key Recovery Requestiotion The recordingl
of events defined as “auditable” may be enabled under configuration control.

Reg—119)(Req. 55) The Key Recovery Requestor (KRR) _Function shall cease |
operation if it is unable to effect audit operations.

Reg—1206}(Red. 56) The product shall generate an alarmto  the-an-autherized-
administrater—a_security administrative role _ if the size of the audit data
in the audit trail exceeds a pre-defined limit.
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Reg—121)(Req. 57) The product shall provide the-an-autherized-administrator—
security administrative role  with the ability to manage the audit trail at

any time during the operation of the product.

Reg—122}(Red. 58) Keys shall not be included in audit trails.
Reg—123}(Redg. 59) The following actions shall be auditable:

()
(b)
(©)
(d)
(e)
()
(9)
(h)
(i)
()
(k)
()

(m)

(n)
(0)

Any specific operation performed to process audit data stored in
the audit trail ; (Note: This include backup and deletion of the audit
trail.)

Any attempt to read, modify or destroy the audit trail;

All requests to use authentication data management
mechanisms;

All modifications to the audit configuration that occur while the
audit collection functions are operating;

All requests to access user authentication data;

Any use of an authentication mechanism. (e.g. login);

All attempts to use the user identification mechanism, including
the user identity provided;

Use of a security-relevant administrative function;

Explicit requests to assume  the-a security administrative role;
The allocation of a function to a security administrative role;

The addition or deletion of a user to/from a security
administrative role;

The association of a security-relevant administrative function with
a specific security administrative role.

The invocation of the non-repudiation service. The audit event
shall include the identification of the information, the destination,
and a copy of the evidence provided. The event shall exclude all
private and secret keys in encrypted or unencrypted form.

All attempted uses of the trusted path functions; and
Identification of the initiator and target of the trusted path.

Reg—124)(Req. 60) It shall not be possible to disable T —the reeerding—auditing

an event defined as “always audited .”-shallnetbe-disable-able—

Reg—125})(Req. 61) The following events shall always be audited:

(@)
(b)

Requests, respenses-notifications and other transactions

generated by the product —metuelmg—keymeevewrespanses—
Reguests+esponses ; and other transactions received by the

product, including key recovery  reguests-responses ; and
44
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(c) Start-up and shutdown of the audit functions

Reg—126}(Req. 62) The product shall record at least the following information
within each audit record:
(a) Date and time of the event, type of event, subject (user) identity,
and success or failure of the event; and
(b) Other audit event type information as follows:

(1) For changes to the configuration file event, changes shall
also be recorded in the audit record.

(2) When attempting a function using  the-a security
administrative role, the function attempted, the role and all
applicable inputs shall be recorded in the audit record.

(3) When allocating a function to a security administrative role,
the role and the function shall be included in the audit
record.

(4) When adding or deleting users to/from  the-a security
administrative role, the role, user identity and the
addition/deletion action shall be included in the audit record.

(5) For all KRA-transactions, the entire transaction  (excluding
keys and TKI) shall be included in the audit record as sent or
received.

Reg—1274(Red. 63) The product shall be able to generate a human
understandable presentation of any audit data stored in the permanent
audit trail.

Reg—128}(Reqg. 64) The audit trail shall not store the old or new authentication
information (e.g., passwords)

Reg—129)(Req. 65) The product shall be able to associate each auditable event
with the identity of the user that caused the event.

Reg—136)}(Red. 66) The product shall provide the-an-autherized-administrator—a
security administrative role  with the ability to empty the audit trail.

Reg—131)}(Req. 67) The product shall be able to include or exclude auditable
events from the set of audited events based on the following
attributes: uYser identity ; and/or eEvent tFype.

Reg—132}(Reqg. 68)  The product shall restrict access to the audit trail to e
adtherized-administrator—sa security administrative role
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35:34.26 Identification and Authentication

The requirements in this section are for the identification and authenticatiesadrious
reguesteiKRR Functionpersonne[KRR personnel) This facilitates individual accountability
via audit functions and access controls. Requirements are levied on the strength of the
authentication mechanism against attacks by rogue KRRtionpersonnel. |

These requirements do not apply to electronic transactions (requests and responses). The
electronic transactions may be identified and authenticated (if the scheme permits) using the
access control policy.

Note: Iftheacrypto officer is invoking a KRR cryptographic module function, authentication
may be effected directly to the module and is exempt fharall of the-fellowinghewly-added
requiremert of this sectionin this case, the FIPS 140-1 level 2 module I&A requirements apply.

Reg—133}(Req. 69) The product shall provide functions for initializing and
modifying userKRR personnel authentication data.

{Reg—134)(Req. 70) The product shall restrict the use of initialization and
modification of the userKRR personnel authentication data te-to a

secyrity —administrater—sa security administrative role

{Reg—135)(Req. 71) The product shall allow authorized  users—KRR personnel to
use-these-funetions-to—modify their own authentication data.

Reg—136}(Req. 72) The product shall protect authentication data that is stored |
in the product from unauthorized observation, modification, and
destruction.

Reg—1374(Req. 73) _The product shall protect authentication information from |
unauthorized reuse, including replay.

Note: This requirement and the previous requirement provide a capability for secure remote
login.

Reg—138}(Req. 74) The product shall be able to terminate  the the-user—session |

establishment process after at most five unsuccessful authentication
attempts -. |
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Reg—139)(Req. 75) After the termination of a-the user-session establishment
process, the product shall be able to disable the user—KRR personnel

account until the account is enabled by  an-autherized-administrator—
{-e—a-seeurity-administrater)—a security administrative role

{Reg—146)(Req. 76) The product shall authenticate everyrusers—the claimed
identity of an individual prior to performing any functions on the

user's—behalf of that individual

Reg—141)(Req. 77) The product shall require a user authentication technology
that protects authentication information capture (this requirement is
met by a trusted path or the use of a one time password). The strength

of the mechanism inrterms-of space-shallmeettherequirementof in——

1.000,000 shall nominally reduce the likelihood of false authentication

to less than 1/1,000,000 .

Techniques that meet this requirement are defined in FIPS PUB 112 based passwords entered via

a trusted path, RFC 1938 (One Time Password), hardware tokens connected via trusted

channels/paths, and biometric tokens connected via trusted channels/paths.

Reg—142)(Req. 78) If the product makes use of a “trusted path” mechanism to
meet the preceding I&A requirement, that trusted path between itself
and lecal-human-users—the KRR personnel shall be logically distinct
from other communication paths and shall provide an assured
identification of its endpoints.  Fhelecal-humanuser— KRR personnel
shall have the ability to initiate communication via this trusted path.

3534.27 Access Control

Reg—143}(Req. 79) The product shall verify the association of the response to
an outstanding request.

Reg—144)(Req. 80) The product shall ensure—provide an ability to destroy  that

the-KRI-TKI and target keys, is—destreyed—{e.g., by zeroizing .) when-itis-

a7
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Destruction of this data may be performed when it is no longer required, no longer valid (elg.,
time expiry), when the KRA requires its deletion, or when the authority to possess it expires.

Reg—145)(Req. 81) The product shall ensure that security features are always |
invoked and cannot be bypassed.

Reg—146})(Redg. 82) The product shall maintain a security domain for its own
execution that protects  #-the product from interference and tampering
by untrusted subjects.

Reg—147)(Reqg. 83) The product shall enforce separation between the security |
domains of subjects in the system.

Reg—148)(Req. 84) The product shall restrict the ability to perform security- |
relevant administrative functions to a security administrative role that
has a specific set of authorized functions and responsibilities.

Note: The term “security administrative role” refers to generic trusted administrative roles. The
system administrator role is one, but not the only one, of these security administrative roles.

Additional securlty administrative roles are defme&eqmreme&(;)—éReq—Lmeq—HRee

3HRequiremen{Req. 99).

In order to meet the preceding requirements, the product must distinguish security-relevant
administrative functions from other administrative functions. The set of security-relevant
administrative functions must include all functions necessary to install, configure, and manage
the product; minimally, this set must include:

» the assignment/deletion of authorized users from security administrative roles,
the association of security-relevant administrative commands with security
administrative roles,

the aSS|gnment/deIet|on semeetsauthorlzed requestopswhese—keys—aFe held

product cryptographlc key management
actions on the audit log, audit profile management, and
changes to the system configuration.
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Reg—149)(Req. 85) The product shall be capable of distinguishing the set of
users—KRR personnel authorized for administrative functions from the
setof-all other users-personnel .

{Reg—156)(Req. 86) The product shall allow only specifically authorized SRS
KRR personnel to assume the-a security administrative role.

Reg—151)(Req. 87) The product shall require an explicit request to be made in
order for an-authorized users-KRR personnel to assume the-a security
administrative role.

35:14.28 Authentication of Received Transactions

(Req. 152The product shall verify the source of received transactions.
Reg. T I hall verify the i it of el ons.

Same requirements as at Level 0.

3534.29 Non-Repudiation

Samerequirementss Level Ogxeept<reference—nextrequiremenicept that the following
requirementeplacesrefarence?2?¥(Req. 48).

Reg—154)(Req. 88) The product shall provide trusted time stamps for use in
transactions with the KRA Function.

35:34.210 Protection of Trusted Security Functions

Reg—157(Req. 89) Before establishing a session with a  n_individual -duser, the
product shall display an advisory warning message regarding
unauthorized use of the product.

49




ADVISORY COMMITTEE DRAFT Shthy
#November 1998

Reg—158)(Redg. 90) The default advisory warning message displayed by the
product shall be as follows: “This system shall be used only by

authorized personnel and only for authorized key recovery purposes.
Violation may result in criminal prosecution and civil penalties”.

Reg—159)(Redg. 91) The product shall restrict the capability to modify the
warning message to the-an authorized security administrat iveer role.

Reg—166}(Redg. 92) Upon successful session establishment, the product shall
display the date, time, method, and location of the last successful
session establishment for te-thee userindividual establishing the
session .

Reg—161)(Redg. 93) Upon successful session establishment, if there have been
any unsuccessful session establishment attempts since the last
successful session establishment, the product shall display the date,
time, method, and location of the most recent unsuccessful attempt to
session establishment as well as the number of unsuccessful
attempts since the last successful session establishment.

Reg—162}(Red. 94) The data specified above shall not be removed  from the
display device without wuser-intervention _by the individual establishing

the session .

352tevel2—High-Assurane8.4.3 Level 2 — HighSecurity

3524.31 Cryptographic Functions

Reg—163}(Req. 95) All cryptographic modules shall be compliant with FIPS 140-
1, Level 3 or higher.

-35:24.32  Cryptographic Algorithms

Same as Levdl0.

3524.33 Confidentiality
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Same asevetLevel 1. |

35:24.34 Integrity ‘

Same asevelLevel 1. |

354235  Audit ‘

Includes all the requirements of Level 1 and the following:

Reg—164)(Redg. 96) The following actions shall be auditable: |

(a) Execution of the tests of the underlying machine and the results
of the tests;
(b) Attempts to provide invalid inputs for administrative functions

35:24.36 Identification and Authentication

Level 2 enhancesssuranegecurityby requiring the use of a hardware token for user |
authentication. This provides an additional countermeasure to the threat of an attack on the
authentication mechanism and the subsequent unauthorized access to KRI or critical functions.
(Note: Ifthea crypto officer is invoking a KRA cryptographic module function, authenticatior
may be effected directly to the module and is exempt from the followgngy-added
requirement. In this case, the FIPS 140-1 level 3 module I&A requirements apply.)

All Level 1 requirements except that (Req. 77) is replaced by the followikHgENUMBER 52
NEEDS TO BE CHANGED TO A NUMBER IN KRR.

{Reg—165})(Req. 97) The product shall support -a hardware token-based
authentication. The token shall meet the requirements of _FIPS 140-,1

Level 2 requirements—or higher .

35:24.37 Access Control

All Level 1 requirements apply as well as the following:

Reg—166)(Req. 98) Two or more users—individuals _shall be required to request
the receveryinfermation—TKI from the KRA Function.
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Reg—167)(Red. 99) The product shall define a set of security administrative
roles that minimally includes a system administrator, a system
operator, a crypto officer , and an audit administrator.

Reg—168}(Reqg. 100) An individual in T—the -system administrator role shall
perform the following functions:
(a) _the assignment/deletion of KRR personnel accounts,
{ay(b) _the assignment/deletion of authorized  users—KRR personnel

to/from -system—security administrative roles, _and
{b}(c) _the association of security-relevant administrative commands
with security administrative roles  .;

{e)ythe-assignment/deletion-of—subjectswhose keys-are-held—and—

Reg—169)(Reqg. 101) The system operator shall be able to_change the system
configuration , execute abstract machine tests, change the advisory

warning message, and operate the system.

Reg—170)(Red. 102) The crypto officer shall manage the cryptographic keys.

Reg—171)(Red. 103) The audit administrator shall manage the audit log and audit
profiles.

Reg—172}(Reg. 104) The product shall associate each security-relevant
administrative function with  atleast-exactly one security
administrative role.

Reg—173}(Reqg. 105) The product shall enforce checks for valid input values for
security-relevant administrative functions as described in the
Administrative guidance.

Note that the “Administrative guidance” document is a vendor-supplied document.

35:24.38 Authentication of Received Transactions

Same as Levdl0.
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35:24.39 Non Repudiation ‘

Same as LeveHeguirements |

35:24.310 Protection of Trusted Security Functions ‘

All Level 1 requirements apply as well as the following:

Reg—174)(Red. 106) The product shall provide the - system operatorautherized— ‘
administrat—or role - with the capability to demonstrate the correct
operation of the security-relevant functions provided by the underlying
abstract machine.

Reg—175)(Req. 107) The product shall preserve a secure state when abstract |
machine tests fail.

These two requirements ensure that the partlcular hardware system othﬂha{t(RR software
is operating is operating correctly(Req. 14&) , ! [Reg—1]}
QéReq—gééRee—gémeq—QO{{Req%«%)can be met by prowdlng comprehenswe mtegnty or
diagnostic tests on the hardwaf ; .

92¥Reg-91) o0 5y(Reg. 107)can be met by termlnatlng tIh’eRA—KRR operatlons in case 01

hardware integrity or diagnostic test failufgElaine-Numbers-88-and-89-in-this-textneed to
reterte KRR reqoiremenis,

3.5 Key Recovery Agent Function Requirements

35.1 Level 1— Medium Security

35.1.1 Cryptographic Functions

(Req. 108) All cryptographic modules shall be compliant with FIPS 140-1, Level 2
or_higher.

3.5.1.2 Cryptographic Algorithms

(Reqg. 109) A KRA function submitted for evaluation shall be able to be confiqured
to use only FIPS approved algorithms (where applicable).
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See(Req. 26)for additional clarifying details.

3.5.1.3 Confidentiality

These requirements are intended to protect against both outsider and insider threats. The
insider threat addressed is the unauthorized user. The authorized insider threat is handlec
elsewhere using audit, role separation, and multi-person control.

(Req. 110) The KRA Function shall protect all stored sensitive data (e.q., KRI, TKI,
[and RRI ?]) against disclosure to unauthorized individuals.

This requirement also applies to copies of sensitive KRA data retained in backup/archive f
in support of RequiremeliReq. 17)

(Reg. 111) The KRA Function shall protect target key information transmitted -
either electronically or physically communicated - against disclosure
to unauthorized individuals.

(Req. 112) The strength of the encryption algorithm used to protect target key
information shall be greater than or equal to the strength of the
encryption and key management algorithms employed for data
encryption or for the generation of the keys being recovered.

only
!

DIrm,

(Evaluation guidance documents will provide details on how to compare encryption algorithms

in support of this requirement.)

(Req. 113) The product shall apply confidentiality services to all outgoing
transactions. The strength of the algorithm used for confidentiality
shall be greater than or equal to the strength of the encryption and key
management algorithms employed for data encryption or for
generation of the keys being recovered.

35.1.4 Inteqgrity

(Req. 114) The product shall protect all stored KRI [and RRI ?]against
modification.

(Req. 115) The product shall apply data origin authentication to all outgoing

transactions (i.e., requests and responses). The strength of the
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algorithm used for authentication shall be greater than or equal to the
strength of the encryption and key management algorithms employed
for data encryption and for generation of the keys being recovered.

(Req. 116) The product shall apply data integrity services to all outgoing
transactions. The strength of the algorithm used for integrity shall be
greater than or equal to the strength of the encryption and key
management algorithms employed for data encryption or for
generation of the keys being recovered.

35.1.5 Audit

These requirements are used to create a log of information to allow oversight by a security]
in orderto detect unauthorized operations by a Key Recovery Agent. The recording of eve
defined as “auditable” may be enabled under configuration control.

(Req. 117) The KRA shall cease operation if it is unable to effect audit operations.

(Req. 118) The product shall generate an alarm to a security administrative role if
the size of the audit data in the audit trail exceeds a pre-defined limit.

(Req. 119) The product shall provide a security administrative role with the ability
to manage the audit trail at any time during the operation of the

product.

(Reqg. 120) Keys shall not be included in audit trails.

(Req. 121) The following events shall be auditable:

(@) Any specific operation performed to process audit data stored in
the audit trail (Note: This includes emptying, backup and deletion of aud
trail);

(b) Any attempt to read, modify or destroy the audit trail;

(c) All requests to use authentication data management
mechanisms;

(d) All modifications to the audit configuration that occur while the
audit collection functions are operating;

(e) All requests to access user authentication data;

(H Any use of an authentication mechanism. (e.g. login);

(g) All attempts to use the user identification mechanism, including

officer
nts

it

the user identity provided:
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(h)
()
()
(k)
()

(m)

(n)
(0)

Use of a security-relevant administrative function;

Explicit requests to assume a security administrative role;

The allocation of a function to a security administrative role;

The addition or deletion of a user to/from a security
administrative role;

The association of a security-relevant administrative function with

arole;
The invocation of the non-repudiation service. The audit event

shall include the identification of the information, the destination,

and a copy of the evidence provided. The event shall exclude all

private and secret keys in encrypted or unencrypted form.
All attempted uses of the trusted path functions; and
Identification of the initiator and target of the trusted path.

(Req. 122) It shall not be possible to disable the auditing of an event defined as

“always audited.”

(Req. 123) The following events shall always be audited.

(@)
(b)
(©)

Requests, responses, and other transactions received by the

product, including key recovery requests;
Reqguests, responses, and other transactions generated by the

product, including key recovery responses;
Start-up and shutdown of the audit functions.

(Req. 124) The product shall record at least the following information within each

audit record:

(@)
(b)

Date and time of the event, type of event, subject (user) identity,

and success or failure of the event;
Other audit event type information as follows:
(1) Eor changes to the configuration file event, changes shall

also be recorded in the audit record.
(2) When attempting a function using a security administrative

role, the function attempted, the role and all applicable
inputs shall be recorded in the audit record.
(3) When allocating a function to a security administrative role,

the role and the function shall be included in the audit
record.

(4) When adding or deleting users to/from a security
administrative role, the role, user identity and the
addition/deletion action shall be included in the audit record.
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(5) Eor all transactions, the entire transaction (excluding keys
and TKI) shall be included in the audit record as sent or
received.

(Req. 125) The product shall be able to generate a human understandable
presentation of any audit data.

(Req. 126) The audit trail shall not store old or new authentication information
(e.q., passwords).

(Req. 127) The product shall be able to associate each auditable event with the
identity of the user that caused the event.

(Req. 128) The product shall provide a security administrative role with the ability
to empty the audit trail.

Note: emptying the audit trail means backup and delete.

(Red. 129) The product shall be able to include or exclude auditable events from
the set of audited events based on the following attributes: user
identity, and/or event tytype.

(Req. 130) The product shall restrict access to the audit trail to a_security
administrative role.

3.5.1.6 Identification and Authentication (I&A)

These requirements support the unigue identification of KRA personnel. This facilitates
individual accountability via audit functions and access controls. Requirements are levied
strength of the authentication mechanism against attacks by rogue KRA personnel.

These requirements do not apply to electronic transactions (requests and responses). The

electronic transactions may be identified and authenticated (if the scheme permits) using t
access control policy.

Note: If a crypto officer is invoking a KRA cryptographic module function, authentication may
be effected directly to the module and is exempt from all of the requirements of this section.

this case, the FIPS 140-1 level 2 module I&A requirements apply.

on the

In
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(Req. 131) The product shall provide functions for initializing and modifying KRA
personnel authentication data.

(Req. 132) The product shall restrict the use of initialization and modification of
the KRA personnel authentication data to asecurity administrative
role.

(Req. 133) The product shall allow authorized KRA personnel to modify their own
authentication data.

(Req. 134) The product shall protect authentication data that is stored in the
product from unauthorized observation, modification, and destruction.

(Req. 135) The product shall protect authentication information from
unauthorized reuse, including replay.

Note: This requirement and the previous requirement provide a capability for secure remote
login.

(Req. 136) The product shall be able to terminate the session establishment
process after at most five consecutive unsuccessful authentication

attempts.

(Req. 137) After the termination of the session establishment process, the
product shall be able to disable the user account until the account is
enabled by a security administrative role .

(Req. 138) The product shall authenticate the claimed identity of an individual
prior to performing any functions on the behalf of that individual.

(Req. 139) The product shall require a user authentication technology that
protects authentication information capture (this requirement is met
by a trusted path or the use of a one time password). The strength of
the mechanism shall nominally reduce the likelihood of false
authentication to less than 1/1,000,000.

Techniques that meet this requirement are defined in FIPS PUB 112 based passwords entered via
a trusted path, RFC 1938 (One Time Password), hardware tokens connected via trusted
channels/paths, and biometric tokens connected via trusted channels/paths.
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(Req. 140) If the product makes use of a “trusted path” mechanism to meet the
preceding I&A requirement, that trusted path between the product and
KRA personnel shall be logically distinct from other communication
paths and shall provide an assured identification of its endpoints. KRA
personnel shall have the ability to initiate communication via this
trusted path.

3.5.1.7 Access Control

These requirements provide countermeasures against an entity masquerading as an authdg
requestor or KRI generator. The requirements in this section address the security of electr
communication between the KRA and tiéR Functionor KRI Generation Function. If these
interactions are not electronic, then physical and procedural means must be used to secur
transactions. These procedural and physical measures are beyond the scope the Standar

(Req. 141) The product shall unambiguously associate a received response to an
outstanding request. The strength of the algorithm used for the
association shall be greater than or equal to the strength of the
encryption and key management algorithms employed for the
encryption of user traffic or for the generation of the keys being
recovered.

(Req. 142) The product shall release target key information only to authorized
requestors.

(Req. 143) The product shall release target key information only if the requestor
is authorized to receive the data associated with the KRI and for the
validity period (time interval) specified in the request, and only if any
additional conditions for release (specified in the KRS policy) have
been satisfied .

KRA products are not required to support additional conditions for release as a prerequisit
evaluation.

(Req. 144) The product shall ensure that security features are always invoked
and cannot be bypassed.

(Req. 145) The product shall maintain a security domain for its own execution
that protects it from interference and tampering by untrusted subjects.

rized
onic

e the
d.
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(Req. 146) The product shall enforce separation between the security domains of
subjects in the system.

(Req. 147) The product shall restrict the ability to perform security-relevant
administrative functions to a security administrative role that has a
specific set of authorized functions and responsibilities.

Note: The term “security administrative role” refers to generic trusted administrative roles.
system administrator role is one, but not the only one, of these security administrative roles.
Additional security administrative roles are defined later in Require(Rent 168)9(Reg—100)

In order to meet the preceding requirements, the product must distinquish security-relevan
administrative functions from other administrative functions. The set of security-relevant
administrative functions must include all functions necessary to install, configure, and man
the product; minimally, this set must include:

» the assignment/deletion of authorized users from security administrative roles,

» the association of security-relevant administrative commands with security

administrative roles,

» the assignment/deletion of subscriberswhose keys are held,

» the assignment/deletion of parties who may be provided the keys,

e product cryptographic key management,

e actions on the audit log, audit profile management, and

* changes to the system configuration.

(Req. 148) The product shall be capable of distinguishing the set of KRA
personnel authorized for administrative functions from all other

personnel.

(Req. 149) The product shall allow only specifically authorized KRA personnel to
assume a security administrative role.

(Reqg. 150) The product shall require an explicit request to be made in order for
an authorized KRA operator to assume a security administrative role.

3.5.1.8 Authentication of Received Transactions

(Reg. 151) The product shall verify the source of received transactions.

(Req. 152) The product shall verify the integrity of received transactions.
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3.5.1.9 Non-Repudiation

These capabilities facilitate the use of a trusted time source to further support accountability.

(Req. 153) The product shall provide trusted time stamps for use in transactions
with the KRR Function.

(Req. 154) The product shall generate evidence of origin for transmitted key
recovery responses.

(Req. 155) If the product receives KRI [RRI?], the product shall generate evidence
of receipt for that KRI.

(Req. 156) The product shall verify evidence of origin for key recovery requests
and for KRI [RRI?] transactions.

3.5.1.10 Protection of Trusted Security Functions

(Req. 157) Before establishing a session with a KRA administrator, the product
shall display an advisory warning message regarding unauthorized
use of the product.

(Req. 158) The default advisory warning message displayed by the product shall
be as follows: “This system shall be used only by authorized
personnel and only for authorized key recovery purposes. Violation
may result in criminal prosecution and civil penalties”.

(Req. 159) The product shall restrict the capability to modify the warning
message to a security administrative role.

(Reg. 160) Upon successful session establishment, the product shall display the
date, time, method, and source of the last successful session
establishment to the KRA operator.

(Req. 161) Upon successful session establishment, if there have been any
unsuccessful session establishment attempts since the last
successful session establishment, the product shall display the date,
time, method, and location of the most recent unsuccessful attempt to
establish a session as well as the number of unsuccessful attempts
since the last successful session establishment.
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(Req. 162) The data specified above shall not be removed from the display device
without intervention by the individual establishing the session.

35.2 Level 2 — High Security

3.5.2.1 Cryptographic Functions

(Reg. 163) KRA cryptographic modules shall be compliant with FIPS 140-1, Level
3 or higher.

Note: This requirement does not apply to cryptographic modules used for KRA administrat
I&A.

3.5.2.2 Cryptographic Algorithms

Same as Level 1.

3.5.2.3 Confidentiality

Level 2 requires additional protection against the insider threat of a rogue Key Recovery A
by requiring multi-party control on access to the KRI.

All level 1 requirements apply in addition to the following:

(Req. 164) The system shall be designed for multiple KRAs. Two or more KRAs
shall be required for a requestor to obtain the target key.

35.2.4 Inteqgrity

Same as Level 1.

3.5.2.5 Audit

Level 2 adds a real time alarm to a security officer in the event that the audit trail becomes
order to prevent audit data from being lost.

jent

full in

Includes all the requirements of Level 1 and the following:
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(Req. 165) The following actions shall be auditable:
(a) Execution of the tests of the underlying machine and the results
of the tests; and
(b) Attempts to provide invalid inputs for administrative functions.

3.5.2.6 Identification and Authentication (I&A)

Level 2 enhancesecurityby requiring the use of a hardware token for user authentication. T
provides an additional countermeasure to the threat of an attack on the authentication meq
and the subsequent unauthorized access to KRI or critical functions. (Note: If a crypto offic
invoking a KRA cryptographic module function, authentication may be effected directly to tf
module and is exempt from the following requirement. In this case, the FIPS 140-1 level 3
module I&A requirements apply.)

All Level 1 requirementspply,except thafReq. 139)s replaced by the following:

(Req. 166) The product shall support a hardware token-based authentication.
The token shall meet the requirements for FIPS 140-1, Level 2 or

higher .

3.5.2.7 Access Control

Level 2 requires multi-party access controls for the release of KRI, and establishes roles a
responsibilities fokKRA facility personnel as additional countermeasures to the threatof a s
rogue Key Recovery Agent.

All Level 1 requirements apply as well as the following:

(Req. 167) The KRA Function shall be capable of requiring multi-party (at least 2)
authorization in support of the release of target key information.

Note that although the KRA must support multi-party authorization for the release of target
information, a product that may be configured to operate with single-party authorization wqg
also be compliant.

The following requirements are intended to provide for strict role separation.
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(Req. 168) The product shall define a set of security administrative roles that
minimally includes a system administrator, a system operator, a
crypto officer and an audit administrator.

(Req. 169) An individual in the system administrator role shall perform the
following functions:
(@) the assignment/deletion of authorized users from system
administrative roles,
(b) the association of security-relevant administrative commands

with security administrative roles,
(c) the assignment/deletion of subscribers whose keys are held, and

(d) the assignment/deletion of parties who may be provided the
keys.

(Req. 170) The system operator shall change the system configuration, execute

abstract machine tests, change the advisory warning message, and

operate the system.

(Req. 171) The crypto officer shall manage the cryptographic keys.

(Req. 172) The audit administrator shall manage the audit log and audit profiles.

(Req. 173) The product shall associate each security-relevant administrative
function with exactly one security administrative role.

(Req. 174) The product shall enforce checks for valid input values for security-

relevant administrative functions as described in the administrative

guidance.

Note that the “Administrative guidance” document is a vendor-supplied document.

3.5.2.8 Authentication of Received Transactions

Same as Level 1.

3.5.2.9 Non Repudiation

Same as Level 1.
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3.5.2.10 Protection of Trusted Security Functions

All Level 1 requirements apply as well as the following:

(Reqg. 175) The product shall provide the system operator role with the capability
to demonstrate the correct operation of the security-relevant functions
provided by the underlying abstract machine.

(Reqg. 176) The product shall preserve a secure state when the abstract machine
tests fail.

These two requirements ensure that the particular hardware system on which KRA softwa
operating is operating correctliReq. 175)can be met by providing comprehensive integrity g
diagnostic tests on the hardwaiReq. 176)}can be met by terminating the KRA operations in
case of hardware integrity or diagnostic test failure.
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4 Assurance Requirements

Three Assurance Levels (ALs) are defined for this standard. Table 1 contains the classes,
families, and components for the three ALs. Subsequent sections provide further detail. Section
4.8 contains the assurance requirements that are excluded from this standard.

mon
ile

is
The
Each

list of
third
nd

Reg—176)(Req. 177) The KRA and-kKey-RecoveryReguestor—Function s shall be |

required to meet the assurance requirements for AL B and AL C for
Security Levels 1 and 2, respectively, as defined in Tables 1 and 2.
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(Req. 178) The KRR Function shall be required to meet the assurance
requirements for AL A, AL B, and AL C for Security Levels 0, 1, and 2,
respectively, as defined in Tables 1 and 2.

Reg—1#A(Req. 179) The KRI Generation and Validation Functions shall be
required to meet the assurance requirements for AL A and AL B for
Security Levels 1 and 2, respectively, as defined in Tables 1 and 2.

(Req. 180) A Theory of Compliance document shall address each requirement of
this standard. For each requirement, the document shall contain a
rationale as to how the product meets the requirement or explain why
the requirement is not applicable.

Table 2 provides a summary of assurance level requirements for the various KRS functions.

It should be noted that the assurance requirements are appliedite pestiuct functionality |
and security features.

Assurance Concept
The assurance concepts and notations in this standard are based on the Common Criteria. The
assurance concept consists of a hierarchical refinement of the requirements. At the top-level, the
assurance requirements are broken down into classes. The classes include, configuration
management, delivery and operation, development, guidance documents, life-cycle support,
testing, and vulnerability analysis. Each class is broken down into families. For example, the
development class contains families such as functional specification, high-level design, low-level
design, implementation representation, etc. Each family consists of one or more products. Each
component contalns three sets of elemeiﬁtte—ﬁeet—set—ls—the—pmdeet—de\@epepaenens— The
¢ he-third-and final
set—eentams—the—e»caleatepaettomhe evaluator IS expected to examine, analyze and/or test|(as
applicable) the assurance evidence for accuracy.

1SS IS
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| The
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Table 1: KRS Assurance Levels

Assurance Class

Assurance Family

Configuration
Management

ACM-—-CAP
CM Capabilities

ACM-SCP
CM Scope

Delivery and
Operation

ABC-PBEL
Delivery

ABOHGS

Installation, Generation and

Start-up

4.2.2.11

4.2.2.21

42231

Development

ABVESP

Functional Specification

4.3.1.11

4.3.1.22

4.3.1.32

ABRNV—ELEE-
High-Level Design

4.3.2.11

4.3.2.22

4.3.2.32

ABVIMP-

Imple_mentation Representatio

ARV
Low-Level Design

ABVRCER

Repr_esentation Corresponden

Guidance
Documents

AGB-ADBM-

Administrator Guidance

44.1.H1

44.1.21

44131

AGD-USR
User Guidance

4.4.2.11

4.4.2.21

44231

Life Cycle
Support

ALCFLR-
Flaw Remediation

451.H

4.5.1.22

4.5.1.32

Tests

ATE-COV
Coverage

4.6.1.11

4.6.1.21

4.6.1.31

ATE DPT
Depth

4.6.2.11

4.6.2.21

4.6.2.31

ATE-FUN
Functional Tests

4.6.3.11

4.6.3.21

4.6.3.31

ATEIND-
Independent Testing

4.6.4.12

4.6.4.22

4.6.4.33

Vulnerability
Assessment

AVA-NVEA-
Vulnerability Analysis
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Table 2: Assurance Levels for KRS Functions

KRS Function Security Level 0 Security Level 1 Security Leve| 2
KRA N/A AL B AL C
Key Recovery Requestor AL A AL B AL C
KRI Generation N/A AL A AL B
KRI Delivery N/A AL A AL B
KRI Validation N/A AL A AL B

4.1 Configuration Management

Configuration management (CM) is an aspect of establishing that the functional requirements
and specifications are realized in the implementation. CM meets these objectives by requiring
discipline and control in the processes of refinement and modification of the product. CM
systems are put in place to ensure the integrity of the configuration items that they control, by
providing a method of tracking these configuration items, and by ensuring that only authorized
users are capable of changing the items.

4.1.1 Configuration ManagementACM—CAP—CM-Capabilities

Objectives

The capabilities of the CM system address the likelihood that accidental or unauthorized
modifications of the configuration items will occur. The CM system should ensure the integrity
of the product from the early design stages through all subsequent maintenance efforts. The
objectives of this assurance requirement include the following:

1. ensuring that the product is correct and complete before it is sent to the consumer; and
2. ensuring that no configuration items are missed during evaluation.

A cClear identification of the product is requirgdorderto determine those items under |
evaluation that are subject to the criteria requirements.

Application notes
There is a requirement that a configuration list be provided. The configuration list contains all
configuration itemsvhich-aremaintained by the CM system. |

4.1.1.1 ACM—_CAPR I Minimal-SuppertConfiguration Management Capabilities —

Assurance Level A Requirements
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There are no requirements for configuration management capabilities at level A.

4.1.1.2 Configuration Management Capabilities — Assurance Level B Requirements.

Developer action elements:
Reg—178)(Req. 181) ACM—CAP-1-1D+The developer shall use a CM system.

Reg—179)(Req. 182) ACM—CAP-1.2D—The developer shall provide CM
documentation that contains the following information:

(a) A configuration list describing the configuration items, and
(b) The method used to uniquely identify the product configuration
items.

4.1.1.3 Configuration Management Capabilities — Assurance Level C requirements

Same as Level B (Section 4.1.1.2).
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4.1.2 Configuration ManagementScopeACM—SCPR—CM-Scepe ‘

Objectives

The objective is to ensure that all necessary configuration items are tracked by the CM system.
This helps to ensure that the integrity of these configuration items is protected through the
capabilities of the CM system. The objectives of this assurance requirement include the
following:

1. ensuring that the implementation representation (i.e., code) is tracked; and
2. ensuring that all necessary documentation, including problem reports, are tracked during
development and operation.

A CM system can control changes only to those items that have been placed under

CM. The implementation representation, design, tests, user and administrator documentation,
security flaws, and CM documentation should be placed under CM. The ability to track security
flaws under CM ensures that security flaw reports are not lost or forgotten, and allows a
developer to track security flaws to their resolution.

Application notes

There is a requirement that the implementation representation be tracked by the CM system. The
implementation representation refers to all hardware, software, and firmware that comprise the
physical product. In the case of a software-only product, the implementation representation may
consist solely of source and object code, but in other cases, the implementation representation
may refer to a combination of software, hardware, and firmware. There is a requirement that
security flaws be tracked by the CM system. This requires that information regarding previous
security flaws and their resolution be maintained, as well as details regarding current security
flaws.

4.1.2.1 Configuration Management Scope — Assurance Level A Requirements

There are no requirements for the scope of configuration management at this level.

4.1.2.2 Configuration Management Scope — Assurance Level B Reguirements

There are no requirements for the scope of configuration management at this level.
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4.1.213 Configuration Management Scope — Assurance Levél

RequirementsACM-—SCP-2-Problem-Tracking-B34-Coverage

At this level, a problem tracking system is required.

Reg—185)(Req. 183) ACM—-SCPR-2.1C:-As a minimum, the following shall be
tracked by the CM system: the implementation representation, design
documentation, test documentation, user documentation,
administrator documentation, CM documentation, and security flaws.

Reg—186}(Req. 184) ACM-SEPR-2.2C:-The CM documentation shall also_describe |
how configuration items are tracked by the CM system.

4.2 Delivery and Operation

4.2.1 Delivery and OperatiorABO—BEL— Delivery

Objectives

The requirements for delivery call for system control and distribution faciléres procedures |
that provide assurance that the recipient receives the product that the sender intended to send,
without any modifications. For a valid delivery, what is received must correspond precisely to
the master copy, thus avoiding any tampering with the actual version, or substitution of a false
version.

Application notes
This assurance requirement should be applied to sensitive products whose modification can
compromise security.
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4.2.1.1 Delivery — Assurance Level A Requirements

There are no assurance requirements at this level.

4.2.112 ABO-DBEL1 DeliveryProcedurePelivery — Assurance Level B Requirements

At this level, delivery procedures are required.

Developeracton-elements:

Reg—188}(Req. 185) ABO—DBEL11DB:The developer shall provide documentation
about the procedures for the delivery of the product or parts of the
product to the user. _The documentation shall describe the procedures
to be employed when distributing versions of the product to a user’'s

site.

4.2.123 ABO-DEL2 Detection-of ModificationDelivery — Assurance Level C
Requirements

In addition to delivery procedures, the detection of unauthorized or accidental modification
product is required at this level.
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In addition to the Level B requirements, the following additional requirements are imposed

Developeracton-elements:

Reg—195)(Req. 186) ABO-—DEL2.2C—The delivery procedures documentation
shall state how the procedures are to be employed to detect
modifications.

Reg—196)(Req. 187) ABODEL.2.3CG:—The delivery procedures documentation
shall describe how the various procedures and technical measures
provide for the detection of modifications, or any discrepancy between
the developer's master copy and the version received at the user site.

Reg—1974(Req. 188) ABO—DEL-24C—The delivery procedures documentation
shall describe how the various procedures allow the detection of
attempted masquerading even in cases in which the developer has
sent nothing to the user's site.

4.2.2 Delivery and OperationABO1GS— Installation, Generation, and Start-up

Objectives
Installation, generation, and start-up procedures are useful for ensuring that the
product has been installed, generated, and started in a secure manner as intended by

1
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the developer.
Application notes
The generation requirements are applicable only to the products that provide the ability to

generate an operational product from source or object code.

The installation, generation, and start-up procedures may exist as a separate document, but would
typically be grouped with other administrative guidance.

422 1 ABOGS HHnstallaton-Generation—and-Start-up-Proceduret 2.2.1 Installation.

Generation, and Start-up — Assurance Level A Requirements

Developer action elements:

Reg—199)(Req. 189) ABO1GS1AD:--The developer shall provide a_document
containing _procedures _and steps to be used for the secure
installation, generation, and start-up of the product.

4.2.2.2Installation, Generation and Start-up — Assurance Level B Requirements

Same as Level A.

4.2.2.3Installation, Generation and Start-up — Assurance Level C Requirements

Same as Level A.

78



ADVISORY COMMITTEE DRAFT July
#November 1998

4.3 Development

4.3.1 Developmen&BV—+SP- Functional Specification

Objectives

The functional specification is a high-level description of the user-visible interface

and behavior of the product. It is a refinement of the statement of functional requirements for the
product. The functional specification must show that all defined functional requirements are
addressed, and that the security policy is enforced by the product.

Application notes

In addition to the content indicated in the following requirements, the functional
specificationshalishouldalso include any additional specific detail specified by the |
documentation notes in the related functional products. For example, the functional
specificationshalshouldcontain the specification of the interaction (protocol) among various$
product products.

The developer must provide evidence that the product is completely represented by the functional
specification. While a functional specification for the entire product would allow an evaluator to
determine the product boundary, it is not necessary to require the specification of the boundary
when other evidence could be provided to demonstrate the product boundary.

The evaluator of the product is expected to make determinations regarding the relevance of the
functional specification to the functional requirements. In the course of the functional
specification evaluation, there are essentially three types of evaluator determination: specific
functional requirements are met and no further work (e.g., with a less abstract representation of
the product) is necessary; specific functional requirements are violated and the product fails to
meet its requirements; and

specific functional requirements have not been addressed and further analysis (of

another product representation) is necessary. Whenever additional analysis is necessary, the
evaluator is expected to carry that information forward to the analysis of other product
representations. If requirements are not addressed after the analysis of the last provided product
representation, this also represents a failure of the product evaluation.

In all cases, it is important that the evaluator evaluate the product as a unit since, in many cases,

the security functions must cooperate to meet specific functional requirements, and each security
function must not interfere with the operation of any other security function.

79



ADVISORY COMMITTEE DRAFT Shthy
#November 1998

An informal security policy model can be a representation of the security policy in any notation,
including a series of statements in the English Language.

4.3.1.1 ABV—FESPAFunctional Specification and Security Policy— Assurance Level A
Requirements

At this level, informal functional specification is required.
Developer action elements:

Reg—202}(Req. 190) ABVFSP.1.1D--The developer shall provide a complete and
internally consistent _functional specification _that includes the syntax
and semantics of the external product interfaces.
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4.3.1.2 ADV—ESP2Functional Specification-Seeurity-Policyand-tnformal-Security
Poliey-Medel - Assurance Level B Reguirements

At this level, an informal security policy model is added. All of the requirements from the
previous assurance level and the following:

Reg—212}(Req. 191) ABVFSP.2.3D--The developer shall provide an informal
security policy model.  The informal security policy model shall:

(a)__Describe the rules and characteristics of all policies of the
product that can be modeled,

(b) Include a rationale that demonstrates that the policies that are
modeled are satisfied by the informal security policy model, and

(c) Justify that all policies that can be modeled are represented in the
informal security policy model.

Reg—213}(Req. 192) ABVVFSP.2.4D:-The developer shall provide a demonstration
of the correspondence between the informal security policy model and
the functional specification. _The demonstration of correspondence
between the informal security policy model and the functional
specification shall:

(a) Describe how the functional specification satisfies the informal
security policy model, and

(b) _Show that there are no security functions in the functional
specification that conflict with the informal security policy model.

Content and presentation of evidence elements:

_ _FSP.24C: : T :
(Req-21HADV_FSP-2 ? c ”I'e |u|n.et|enal specification-shall-describe-the-produect
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4.3.1.3 Functional Specification — Assurance Level C Requirements

Same as Level B.

4.3.2 DevelopmenABV—HED—- High-Level Design

Objectives

The high-level design of a product provides a description of the product in terms of major
structural units (i.e., modules) and relates these units to the functions that they contain. The high-
level design provides assurance that the product provides an architecture appropriate to
implement the claimed functional requirements.

The high-level design refines the functional specification into modules. For each module of the
product, the high-level design describes its purpose and function and identifies the security
functions enforced by the module. The interrelationships of all modules are also defined in the
high-level design. These interrelationships will be represented as external interfaces for data
flow, control flow, etc., as appropriate.

Application notes

Reg—225}(Req. 193) The high-level design shall alse-include any additional |
specific detail specified by the documentation notes in the related
functional products.

The developer is expected to describe the design of the product in terms of modules. The term
“module” is used here to express the idea of decomposing the product into a relatively small
number of parts. While the developer is not required to actually have "modules”, the developer
is expected to represent a similar level of decomposition. For example, a design may be similarly
decomposed using layers", "domains"”, or “servers".

The evaluator of the product is expected to make determinations regarding the functional
requirements in the product relevant to the high-level design. In the course of the high-level
design evaluation, there are essentially three types of evaluator determination:

» specific functional requirements are met and no further work (e.g., with a less ahjstract

representation of the product) is necessary;,
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» specific functional requirements are violated and the product fails to meet its

requirements; and
» specific functional requirements have not been addressed and further analysis (pf

another product representation) is necessary.

Whenever more analysis is necessary, the evaluator is expected to carry that information forward
to the analysis of other product representations. If requirements are not addressed after the
analysis of the last provided product representation, this also represents a failure of the product
evaluation.

In all cases, it is important that the evaluator evaluate the product as a unit since in many cases
the security functions must cooperate to meet specific functional requirermshiiso each |
security function must not interfere with the operation of any other security function.

The term ““security functionality” is used to represent operations that a module

performs that have some effect on the security functions implemented by the product.

This distinction is made because modules do not necessarily relate to specific security functions.
While a given module may correspond directly to a security function, or even multiple security
functions, it is also possible that many modules must be combined to implement a single security
function.

The term "“security policy enforcing modules" refers to a module that contributes to the
enforcement of the security policy.

4.3.2.1 ADVHLD 1 Deseriptive-High-Level Design— Assurance Level A Reguirements

Developer action elements :

(Req. 194) ADV—HLDB-11b-—The developer shall provide the high-level design of
the product. - The high-level design shall:

(a) __Describe the structure of the product in terms of modules,

(b) Describe the security functionality provided by each module of
the product,

(c) Identify the interfaces of the modules of the product, and

(d)__Identify any underlying hardware, firmware, and/or software
required by the product with a presentation of the functions
provided by the underlying hardware, firmware, or software

84



ADVISORY COMMITTEE DRAFT Shthy
#November 1998

4.3.2.2 4322 ———ADVHLD.2 Security Enforcing-High-Level Design— Assurance

Level B Requirerﬁents

All Level A requirements apply in addition to the following.
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Reg—240)(Req. 195) ABV—HLD-2.6CG:-The high-level design shall describe the
separation of the product into security policy enforcing modules and
other modules.

4.3.2.3 High Level Design — Assurance Level C Requirements

Same as Levels A and B.

4.3.3 DevelopmenABV—HP— Implementation Representation

Objectives
The description of the implementation in the form of source code, firmware, hardware drawings,
etc. captures the detailed internal workings of the product in support of analysis.
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Application notes

The implementation representation is used to express the notion of the least abstract
representation of the product, specifically the one that is used to create the product itself without
further design refinement. Source code which is then compiled or a hardware drawing which is
used to build the actual hardware are examples of parts of an implementation representation.

The evaluator of the product is expected to make determinations regarding the functional
requirements in the security target relevant to the implementation. In the course of the
implementation evaluation, there are essentially three types of evaluator determination:

abstract representation of the product) is necessary;
» specific functional requirements are violated and the product fails to meet its

requirements; and
» specific functional requirements have not been addressed and further analysis i

necessary.

» specific functional requirements are met and no further work (e.g., with a more

However, since the implementation is the least abstract representatdikely that further |
analysis cannot be performed unless the product representations have not been evaluated in the
usual order (i.e., most abstract to least abstract). If requirements are not addressed after the
analysis of all product representations, this represents a failure of the product evaluation. Note
that this more comprehensive failure determination requirement is realized in the Representation

correspondencABV—RER)family.

In all cases, it is important that the evaluator evaluates the product as a unit since, in many cases,
the security functions must cooperate to meet specific functional requirershsach securityl
function must not interfere with the operation of any other security function.

It is expected that evaluators will use the implementation to directly support other evaluation
activities (e.g., vulnerability analysis, test coverage analysis).

4.3.3.1 Implementation Representation — Assurance Level A Rerqguirements

There are no implementation representation requirements at this assurance level.

4.3.3.2 Implementation Representation — Assurance Level B Rerguirements

There are no implementation representation requirements at this assurance level.
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4.3.313 Implementation Representation — Assurance Level B RerguementsADV—HMP1
Subsetolthe-lmplementation

Application notes

The implementation representation needs to be provided for the security relevant functions of the
product. Any hardware, software, and/or firmware that does not contribute to the security need
not be provided, analyzed, or tested. However, an explanation must be provided, and the
evaluator must agree that the excluded items are not security relevant.

Developer action elements:

Reg—243}(Req. 196) ABVIMP-1L1DB+-The developer shall provide the
implementation representations for  a-selected-subsetof—the product. _.
The implementation representations shall unambiguously define the
product to a level of detail such that  that an executable version of the
product can be generated without further design decisions.

4.3.4 DevelopmenAbBV—LEDB— Low-Level Design

Objectives
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The low-level design of a product provides a description of the internal workings of the product
in terms of modules and their interrelationships and dependencies. The low-level design provides
assurance that the modules have been correctly and effectively refined.

For each module of the product, the low-level design describes its purpose, function, interfaces,
dependencies, and the implementation of any security policy enforcing functions.

Appllcatlon notes

B remdrtdn addition to the content
|nd|cated in the followmq requwements tlosv- Ievel desigrshatalseshould alseinclude any
additional specific detail specified by the documentation notes in the related functional products.

The evaluator of the product is expected to make determinations regarding the functional
requirements relevant to the low-level design. In the course of the low-level design evaluation,
there are essentially three types of evaluator determination:

* _specific functional requirements are met and no further work (e.g., with a less ahjstract
representation of the product) is necessary;,

¢ -specific functional requirements are violated and the product fails to meet its
requirements; and

* _specific functional requirements have not been addressed and further analysis (pf
another product representation) is necessary.

Whenever more analysis is necessary, the evaluator is expected to carry that information forward
to the analysis of other product representations. If requirements are not addressed after the
analysis of the last provided product representation, this also represents a failure of the product
evaluation. Note that this more comprehensive failure determination requirement is realized in
the Representation corresponde@s®V/—RCR)}family. |

In all cases, it is important that the evaluator evaluates the product as a unit since, in many cases,

the security functions must cooperate to meet specific functional requirements, and each security
function must not interfere with the operation of any other security function.

4.3.4.1 Low-Level Design — Assurance Level A Requirements

There are no low-level design requirements at this level.

4.3.4.2 Low-Level Design — Assurance Level B Requirements

There are no low-level design requirements at this level.
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4.3.413 ABV—LLD 1 DescriptiveLow-Level Design- Assurance Level C requirements

Application notes
Only representations for modules in the product need to be provided.

Developer action elements:

(Req. 197) ABV—LLDA1B-—The developer shall provide the low-level design of the
product. . The low-level design shall:

(a)

Describe the product in terms of modules,

(b)

Describe the purpose of each module,

(c)

Define the interrelationships between the modules in terms of the

(d)

functionality provided and the dependencies on other modules,
Describe the implementation of all security policy enforcing

(e)

functions,
Describe the interfaces of each module in terms of their syntax

(f)

and semantics,
Provide a demonstration that the product is completely

(@

represented, and
Identify the interfaces of the modules of the product which are

visible at the external interface of the product.
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4.3.5 Developmen&BV—RCR-- Representation Correspondence

Objectives

The correspondence between the various representations (i.e. functional requirements expressed
in the KRS, functional specification, high-level design, low-level design, implementation)
addresses the correct and complete instantiation of the requirements to the least abstract
representation provided. This conclusion is achieved by step-wise refinement and the cumulative
results of correspondence determinations between all adjacent abstractions of representation.

Application notes

The developer must demonstrate to the evaluator that the most detailed, or least abstract,
representation of the product is an accurate, consistent, and complete instantiation of the
functions expressed as functional requirements in this standard. This is accomplished by
showing correspondence between adjacent representations at a commensurate level of rigor.
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The evaluator must analyze each demonstration of correspondence between abstractions, as well
as the results of the analysis of each product representation, and then make a determination as to
whether the functional requirements in this standard have been satisfied.

This family of requirements is not intended to address correspondence relating to the security
policy model. Rather, it is intended to address correspondence between the requirements in this
standard as well as the product, functional specification, high-level design, low-level design, and
implementation representation.

4.3.5.1 Representation Correspondence — Assurance Level A Requirements

There are no representation assurance requirements at this level.

4.3.5.2 Representation Correspondence — Assurance Level B Requirements

There are no representation assurance reguirements at this level.

4.3.513 Representation Correspondence — Assurance Level C RequiremesBV/—-RCR-1
nformal-Correspondence-Demonstration

Developer action elements:

(Req. 198) ABV—RCR-11D:-The developer shall provide evidence that the least |
abstract product representation provided is an accurate, consistent,
and complete instantiation of the functional requirements expressed
in this standard. _For each adjacent pair of product representations, the
evidence shall demonstrate that all parts of the more abstract
representation are refined in the less abstract representation.
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4.4 Guidance Documents

4.4.1 Guidance Document&&B—-ABM- - Administrator Guidance

Objectives

Administrator guidance refers to written material that is intended to be used by those persons
responsible for configuring, maintaining, and administering the product in a correct manner for
maximum security. Because the secure operation of the product is dependent upon the correct
performance of the product, persons responsible for performing these functions are trusted by the
product. Administrator guidance is intended to help administrators understand the security
functions provided by the product, including both those functions that require the administrator

to perform security-critical actions and those functions that provide security-critical information.

Application notes

The requirement&GB-ADM A1 2C-and AGD-ADM- L 11@ncompass the aspect that any |
warnings to the users of a product with regard to the product security environment and the

security objectives described in this standard are appropriately covered in the administrator
guidance.

Those topics that are relevant to administrator guidance for the understanding and proper
application of the security functions should be considered for inclusion in the administrator
guidance requirements. An example of an administrator guidance document is a reference
manual.
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4.4.1.1 AGB-ADMI-Administrator Guidance — Assurance Level A Requirements

Developeraction elements:
Reg—263}(Req. 199) AGD-ADM11D:-The developer shall provide administrator
guidance addressed to system administrative personnel. The

guidance shall contain the following information:

(a)

How to administer the product in a secure manner,

(b)

Warnings about functions and privileges that should be

(o))

controlled in a secure processing environment,
Guidelines on the consistent and effective use of the security

(d)

functions within the product,
A description of the difference between two types of functions:

(e)

those which allow an administrator to control security
parameters, and those which allow the administrator to obtain
information only,

A description of all security parameters under the administrator's

(f)

(@

control

A description of each type of security-relevant event relative to
the administrative functions that needs to be performed,
including changing the security characteristics of entities under

the control of the product,
Guidelines on how the security functions interact,

(h)

Instructions regarding how to confiqure the product,

(i)

A description of all configuration options that may be used during

the secure installation of the product, and
A description of installation, configuration and operating

procedures in sufficient detail for the administration of security.

Content and presentation of evidence elements:

94




ADVISORY COMMITTEE DRAFT Shthy
#November 1998

95




ADVISORY COMMITTEE DRAFT July
#November 1998

I It . on.

4.4.1.2 Administrator Guidance — Assurance Level B Requirements

Same as Level A.

4.4.1.3 Administrator Guidance — Assurance Level C Requirements

Same as Level A.

4.4.2 Guidance Document&GB—JSR- User Guidance

Objectives

User guidance refers to written material that is intended to be used by non-administrative
(human) users of the product. User guidance describes the security functions provided by the
product and provides instructions and guidelines, including warnings, for its secure use.

The user guidance provides a basis for assumptions about the use of the product and a measure of
confidence that non-malicious users and application providers will understand the secure
operation of the product and will use it as intended.

Application notes

The requiremestAGB—USR-13-Cand AGBUSR-1.5Ncompass the aspect that any |
warnings to the users of a product with regard to the product security environment and the
security objectives described in this standard are appropriately covered in the user guidance.

Those topics in this standard that are relevant to user guidance aimed at the understanding and

proper use of the security functions should be considered for inclusion in the user guidance
requirements. Examples of user guidance are reference manuals, user guides, and on-line help.

4.4.2.1 AGBUSR-IUser Guidance_- Assurance Level A requirements

Developer action elements:

Reg—277(Req. 200) AGBDUSR11D:-The developer shall provide user guidance -
containing the following information:
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(a) A description of the product and interfaces available to the user,

(b) __Guidelines on the use of security functions provided by the
product,

(c) _Warnings about functions and privileges that should be
controlled in a secure processing environment, and

(d) A description of the interaction between user-visible security

functions.

4.4.2.2 User Guidance — Assureance Level B Requirements

Same as Level A.

4.4.2.3 User Guidance — Assureance Level C Requirements

Same as Level A.
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4.5 Life Cycle Support

45.1 Life Cycle SupportAEC—+ER— Flaw Remediation ‘

Objectives

Flaw remediation requires that discovered flaws be tracked and corrected by the developer.
Although future compliance with flaw remediation procedures cannot be determined at the time
of the product evaluation, it is possible to evaluate the policies and procedures that a developer
has in place to track and correct flaws, and to distribute the flaw information and corrections.

Application notes
None

45.1.1 ALCFLRA Basic Flaw Remediation- Assurance Level A requirements

Developeracton-elements:

(Req. 201) ALCFLER-3-13DB+—The developer shall document the flaw remediation
procedures _that are used to track all reported security flaws in each
release of the product. These procedures shall require the following
information:

(a) A description of the nature and effect of each security flaw,
(b) The status of corrections to flaws, and
(c) The method for providing flaw and correction information to the

USErs.
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45.1.2 ALCFLR.2 Flaw Reperting-ProcedurefRemediation — Assurance Level B
Requirements

All of the requirements from the previous assurance level, and the following additional
requirements:

Reg—291)(Req. 202) ALCFLR.2.2D-—The developer shall establish a procedure
for accepting | tracking, and acting upon user reports of security flaws
and requests for corrections to those flaws. The procedures for
processing reported security flaws shall ensure that any reported
flaws are corrected, and the correction is issued to product users.
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45.1.3 Flaw Remediation — Assurance Level C Requirements

Same as Level B.

4.6 Tests

4.6.1 TestsATFE—COV-—- Coverage

Objectives
This family addresses those aspects of testing that dealheitbmpleteness of testing. That ig,
#-this familyaddresses the extent to which the product security functions are tested, whether or
not the testing is sufficiently extensive to demonstrate that the product operates as specified, and
whether or not the order in which testing proceeds correctly accounts for functional dependencies
between the portions of the product being tested.

Application notes
The specific documentation required by the coverage products will be determined, in most cases,
by the documentation stipulated in the leveh@E—FUNfunctional testinghat is specified. |

4.6.1.1 ATECOV1 Complete Coverage—Informal Test Coverage — Assurance Level A
Requirements

Objectives
100



ADVISORY COMMITTEE DRAFT Shthy
#November 1998

In this component, the objective is that tesgshguldcompletely address the security functionsl.

Application notes
While the testing objective is to completely cover the product, there is no more than an informal
explanation to support this assertion.

Developeracton-elements:
Reg-—298}(Req. 203) AFE—COV-1-1Bb+The developer shall provide an analysis of

the test coverage _demonstrating that the tests identified in the test
documentation cover the product

4.6.1.2 Test Coverage — Assurance Level B Requirements

Same as Level A.

4.6.1.3 Test Coverage — Assurance Level C Requirements

Same as Level A.

4.6.2 Tests -Fests AFEDPT—DBepthDepth of Testing

Objectives

The products in this family deal with the level of detail to which the product is tested. The
testing of security functions is based upon an increasing depth of information derived from the
analysis of the representations.
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The objective is to counter the risk of missing an error in the development of the product.
Additionally, the products of this family, especially as testing is more concerned with the
internals of the product, are more likely to discover any malicious code that has been inserted.

Application notes
The specific amount and type of documentation and evidence will, in general, be determined by
that required by the level dfFE—FUNfunctional testselected. |

4.6.2.1 ATE-DPT1 Testing—Functiohal-Specificatioiepth of Testing — Assurance Level

A Requirements

Objectives

The functional specification of a product provides a high level description of the external
workings of the product. Testing at the level of the functional specification, in order to
demonstrate the presence of any flaws, provides assurance that the product functional
specification has been correctly realized.

Application notes
The functional specification representation is used to express the notion of the most abstract
representation of the product.

Developer action elements:

(Req. 204) ATE-DPT11D:-The developer shall provide the analysis of the
depth of testing _in order to demonstrate that the tests identified in the
test documentation are sufficient to demonstrate that the product
operates in accordance with the functional specification of the

product..-
Content and presentation of evidence elements:
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4.6.2.2 Depth of Testing — Assurance Level B Requirements

Same as Level A.

4.6.2.3 Depth of Testing — Assurance Level B Requirements

Same as Level A.

4.6.3 TestsAFE—FUN-- Functional Tests

Objectives

Functional testing establishes that the product exhibits the properties necessary to satisfy the
functional requirements of this standard. Functional testing provides assurance that the product
satisfies at least the security functional requirements, althbtegtingcannot establish that the|
product does no more than what was specified. The ~Functional tests" family is focused on the
type and amount of documentation or support tools required, and what is to be demonstrated
through testing.

This family contributes to providing assurance that the likelihood of undiscovered flaws is
relatively small.

Application notes

Procedures for performing tests are expected to provide instructions for using test programs and
test suites, including the test environment, test conditions, test data parameters and values. The
test procedures should also show how the test results are derived from the test inputs.

The developeshaltshouldeliminate all security relevant flaws discovered during testing. |

The developeshalishouldtest the product to determine that no new security relevant flaws Ihave
been introduced as a result of eliminating discovered security relevant flaws.

Testsshallshouldinclude an examination of procedures and documents that assist in |
implementing the product security policy.
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4.6.3.1 ATFEFUNZIFunctional Testing Assurance Level A Requirements

Objectives
The objective is for the developer to demonstrate that all security functions perform as spe

(Req. 205) The developer is required to perform testing and to provide test
documentation.

Developer action elements:

Reg—304)(Req. 206) ATEFUNL1D-The developer shall test the product and
document the results.

Reg—305}(Req. 207) ATEFUNL2DB-The developer shall provide test
documentation _consisting of test plans, test procedure descriptions,
and test results. The test plans shall identify the security functions to
be tested and describe the goal of the tests to be performed. The test
procedure descriptions shall identify the tests to be performed and
describe the scenarios for testing each security function. The test
results in the test documentation shall show the expected results of
each test. The test results from the execution of the tests by the
developer shall demonstrate that each security function operates as

specified.. -
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4.6.3.2 Functional Testing Assurance Level B Requirements

Same as Level A reguirements.

4.6.3.3 Functional Testing Assurance Level C Requirements

Same as Level A requirements.

4.6.4 TestsATFEINDB— Independent Testing

Objectives
The objective is to demonstrate that the security functions perform as specified.

An additional objective is to counter the risk of an incorrect assessment of the test outcomes on
the part of the developer which results in the incorrect implementation of the specifications, or
overlooks code that is non-compliant with the specifications.

Application notes
The testing specified in this family can be performed by a party other than the evaluator (e.g., an
independent laboratory, an objective consumer organization).

This family deals with the degree to which there is independent functional testing of the product.
Independent functional testing may take the form of repeating the developer's functional tests in
whole or in part. It may also take the form of the augmentation of the developer's functional
tests, either to extend the scope or the depth of the developer's tests.

Independent testinghatshouldbe performed by an independent third party certified and |
accredited by the Government.
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The Government will supply some tests to validate compliance and conformance. Examples

include: cryptographic algorithms and cryptographic protocols. The evaluator (which happens to
be the independent third parghaltwill execute these government supplied tests in addition o
the tests provided by the developer, #netests developed by the evaluator.

4.6.4.1 AFEIND-2-Independent Testing — Assurance Level A Requirements

At this level, executing a sample of vendor tests is sufficient.

4.6.4.1 ATE _IND.2 Independent Testing - Sample

Objectives
The objective is to demonstrate that the security functions perform as specified.

In this component, the objective is to select and repeat a sample of the developer testing.

Application notes

The suitability of the product for testing is based on access to the product, and the supporting
documentation and information required to run tests. The need for documentation is supported
by other assurance families (e /FE—FUNfunctional testiny |

Additionally, the suitability of the product for testing may be based on other considerations (e.g.,
the version of the product submitted by the developer is not the final version).

(Req. 208) The developer is required to perform testing and to provide test |
documentation and test results. This is addressed by the
AFE_FUN{unctional testing _ family. |

Testing may be selective and is based upon all available documentation.
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Reg—316)(Req. 209) ATFEINDB-2.3E-The evaluator shall execute a sample of tests
in the test documentation in order_to verify the developer test results.

4.6.4.2 Independent Testing — Assurance Level B Requirements

Same as Level A.

4.6.42 - ATEIND3-hdependent Testing—Completd.6.4.3  Independent Testing —

Assurance Level C Requirements

Objectives
The objective is to demonstrate that the security functions perform as specified.

In this component, the objective is to repeat the developer testing.

Application notes

The suitability of the product for testing is based on access to the praddat well aghe |
supporting documentation and information required to run tests. The need for documentation is
supported by other assurance families (&gE—FUNfunctional testiny |

Additionally, the suitability of the product for testing may be based on other considerations (e.g.,
the version of the product submitted by the developer is not the final version).

The developer is required to perform testing and to provide test documentation and test results.
This is addressed by tReFE—FUNfunctional testingamily.

Replace the Level A assurance requirement with the following.
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Conlentand-presentation-ol-evidence-elements:

Reg—321)(Req. 210) AFEINDB-3-3E-The evaluator shall execute all tests in the |
test documentation to verify the developer test results.

4.7  Vulnerability Assessment

4.7.1 Vulnerability Assessmen®&VA—MEA— Vulnerability Analysis

Objectives

Vulnerability analysis is an assessment to determine whether vulnerabilities could allow
malicious users to violate the security policy. These vulnerabilities will be identified during the
evaluation by flaw hypotheses.

Vulnerability analysis deals with the threats that a malicious user will be able to discover flaws
that will allow access to resources (e.g., data), allow the ability to interfere with or alter the
product, or interfere with the authorized capabilities of other users.

Application notes
The vulnerability analysis should consider the contents of all the product deliverables for the
targeted evaluation assurance level.

Obvious vulnerabilities are those that allow common attacks or those that might be
suggested by the product interface description. Obvious vulnerabilities are those in the public
domain, details of which should be known to a developer, publicly available, or available from
NIST.

The evidence identifies all the product documentation upon which the search for flaws was
based.
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4.7.1.1Vulnerability Analysis — Assurance Level A Requirements

There are no vulnerability analysis requirements at this level.

4.7.112 AVANMEAL DeveloperVulnerability Analysis — Assurance Level B Requirements

Objectives
A vulnerability analysis is performed by the developer to ascertain the presence of “obvious"
security vulnerabilities.

The objective is to confirm that no identified security vulnerabilities can be exploited in the
intended environment for the product.

Application notes
Obvious vulnerabilities are those which are open to exploitations which require a minimum of
understanding of the product, skill, technical sophistication, and resources.

Developer action elements: ‘

Reg—322}(Req. 211) AVAVLAL1ID-—The developer shall perform and document ‘
an analysis of the product deliverables , searching for obvious ways in
which a user can violate the security policy.

(Reg-—323}(Req. 212) AVA-MEAL.2D:-The developer shall document the |
disposition of identified vulnerabilities.

Conlentand-presentation-ol-evidence-elements:

Reg—324)(Req. 213) AVAMEALLIC—The evidence shall show, for each
vulnerability, that the vulnerability cannot be exploited in the intended
environment for the product.
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4.7.1.3 Vulnerability Analysis — Assurance Level C Requirements

Same as Level B.

4.8 Excluded Assurance Requirements

The ABVV—NFdevelopment assurances reldi@ahityretateso modularity, layering, information
hiding, ete—Fet. have been excluded feconomic reasonshistamiy-has-ret-beeniheluded

ALC—DVS{Developmental SecurifyALC—LEDB{Life Cycle Definitior}, andALC—FAF{Tools

and Techniquegdor developmenare excluded in order to provide engineering independence

] for

for

the vendors, spur commercial product development, and align assurance requirements with the

commercial practices.

AVA—CCA{Covert Channel AnalysisandAVA—SOF(Strength of Functior(e.g., work factor |
for cryptographic operation) are excluded since they are not particularly relevant here.

AVA—CCAA Covert Channel thream non-discretionary policy environments can be
implementednitigatedusing procedural contrqlsuch as executing trusted software only.

Cryptanalysis work factors will be provided or implied by the FIPS cryptographic algorithms.

AVAMSU(SomeMisuse Analys@s-ls—e*eluded—smces included by including vulnerablllty
analy5|s forobwous flaws and known fla

r-overkill
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5 Key Recovery-Reguestorto-Key-Recoverny Agent-Syntax

5.1 Key Recovery Reguest




ADVISORY COMMITTEE DRAFT Shthy
#November 1998

112




ADVISORY COMMITTEE DRAFT Shthy
#November 1998

Appendix A: Key Recovery Technigues

This appendix provides an overview of the key encapsulation and key escrow key re|
techniques.

A.l Key Encapsulation

Figure 4 illustrates the interaction ¢ Encaneulated

two cryptographic end systems that R

share or communicate encrypted

data using a key encapsulation

technique for key recovery. To mak:

the DEK recoverable, the KRI Cryptographic Cryptographic

Generation Function within the Fnd System A End System B
- (Shared key) (Shared key)

Cryptographic End System labeled

A (hereinafter referred to as Systerr.

A) first generates (or acquires) and Figure 49: KRI-Key Encapsulation Technique

encapsulates KRI corresponding to

the DEK. Then, the KRI is provided

to the KRI Delivery Function.

Cryptographic End System labeled B (hereinafter referred to as System B) may receive thg
as well as the encrypted data and key exchange information. The KRI received by System
be processed by a KRI Validation Function, if present and enabled. Whether and what typé
validation is performed is dependent on the structure and content of the KR, the key recov
technique used, and the validation policy of the receiving cryptographic end system.

This method works equally well where System A and System B are actually the same systg
would be the case in a storage application.

A.2 Key EscrowTechnique

Figure 5 illustrates the interaction of two cryptographic end systems that share or commun
encrypted data using a key escrow technique and different KRAs for key recovery. For eag
cryptographic end system, keys, key parts or key related information to be recovered are
delivered to and stored at the KRA. In this technique, a third party or a cryptographic end
acts as a KRI Provider, generating and delivering KRI to the KRA(S).

covery

 KRI
B may
 of
ery

M, as

cate

system
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Key Escrow Key Escrow
KRA, KRAg
KRI KRI

Provider Provider

Cryptographic

Cryptographic
End System A Encrypted Data End System B

(Shared key) (Shared key)

Figure 510 Key Escrow Technique Technique

In an environment where System A is encrypting data and sending it to System B, a key e
scheme allows System A to make the target key recoverable without the addition of encap
KRI. System A can determine that System B is using an acceptable key escrow technique
recovery by acquiring this information from some source (e.g., a certificate) using its KRI
Validation Function, if present and enabled. In this case, System A’s normal performance
key exchange/negotiation protocol may be sufficient to make the target key recoverable.

If required to do so, System B may verify recoverability by verifying that its own public key
been escrowed. This allows the normal performance of the key exchange/negotiation prot
make the DEK recoverable.

A.3 Interactions Between Systems Using Different Key Recovery Techniqgues

Cryptographic end systems that interact with systems using different key recovery techniqu
may still provide for key recovery. Furthermore, cryptographic end systems may provide fG
recovery even when communicating with systems with no key recovery capability.

A.3.1 Interactions Between Key Encapsulation and Key Escrow Technigues

In Figure 6, System A uses a key encapsulation technique to provide for key recovery, whe
System B uses a key escrow technique. System A may be able to use its KRI Validation

Function (if present and enabled) to determine that System B uses key escrow. System A
create encapsulated KRI using its KRI Generation Function and provide the encapsulated

crow
sulated
for key

of the

nas
ocol to

es
r key

reas

can
KRI to
tem

its KRI Delivery Function. System B’s KRI Provider must independently provide KRI to Sys
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B’s KRA prior to any possible recovery of System B’s key. In this case, System B does not
to validate the encapsulated KRI since System B'’s key has been escrowed, though may of
choose to do so.

In Figure 7, System A uses a key Key Escrow KRI
. . KRA Provider
escrow technique to provide for
key recovery, whereas System B Encapsulated
uses a key encapsulation KRI

technique. For System A to
provide for key recovery,
encapsulated information must be
provided (e.g., by encrypting a ‘é;’g’;‘;gs';ji"g %‘;’;";‘;ﬁfgﬂ,“g
copy of the DEK for System A (Shared key) (Shared key)
and placing the encrypted DEK in
a recipient list or in a key
recovery block) using the KRI Figure 161 KRI-Key Encapsulation-based System Interaction
Generation and Delivery with Key Escrow-based System
Functions. Note that for some ke,

exchange schemes, normal

performance of the key exchange KRI Key Escrow
mechanism may provide for the KR Provider KRA
generation and delivery functions. ]

Encapsulated
KRI A

System B may be able to use its KF
Validate Function (if present and
enabled) to determine the type of ke

recovery employed by System A an Cryptographic Cryptographic
End System A End System B

check for the presence of (Shared key) Shared key)

encapsulated KRI. If System B mus

either validate or provide for the

DEK’s recoverability, Syster_n B may Figure £27: Key Escrow-based System Interaction with<R}-
be able to qenel’ate and de“Ver Key Encapsu|ation-based $stem

encapsulated KRI in accordance
with its key recovery technique.

A.3.2 Interactions Between Key Encapsulation and Systems with No Key Recovery

need
ptionally

In Figure 4, if System A uses key encapsulation and System B has no key recovery capability,

System A can provide encapsulated KRI even though System B cannot verify its recoveral
The encapsulated KRI received from System A must not cause interoperability problems w

ility.
ith

System B, however (see Section 2.7).
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If the roles are reversed and System B initiates a communication, System A’s KRI Validati(
Function (if present and enabled) will detect that System B has not provided suitable KRI.
System A must either validate or provide for the DEK'’s recoverability, System A may be al
generate and deliver encapsulated KRI.

A.3.3 Interaction Between Key Escrow and Systems with No Key Recovery

If System A uses Key Escrow, and System B has no key recovery capability, System A car
ensure the recoverability of the communication only if encapsulated information is created
own KRI Generation and Delivery Functions (e.g., by encrypting a copy of the DEK for Sys
A and placing the encapsulated information in a recipient list or in a key recovery block). S

DN
If
le to

by its
[em
ystem

A must ensure that System B will be able to ignore the presence of the KRI in order to perinit

interoperability.

If the roles are reversed, and System B sends encrypted data to System A, System A can

[ecover

if the DEK is recoverable using System A’s escrowed key.
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Appendix AB: Examples

BA.1 Key Recovery Function Distribution

accommodate different user environments.

In Figure48, the KRI Generation, Delivery, and Validation functions are provided in a singlg
cryptographic end system product. The Requestor and KRA functions are each available as
independent products. The separate Requestor System might be appropriate in an organization
which prefers to centralize the key recovery process.

Cryptographic End System

Cryptographic End System

i KRI : KRI = KRI KRI
|| Gemeration || Delivery Generation Delivery
il Punct ¢| Function | . -
i B Function Function

?;;?;?;,_,f? P
e KeyRecovery § Key Recovery

§ Requestor § Flzl\ng:t?zn

T

\ Key Recovery I.(e.y l.le.co.very. \ Function \
aneion | raneon | . I I
N SRR Key Recovery Agent System
Suysiom Mgt Sytom
: Fiaure 89
Figure 8

In Figure59, the KRI Generation and Delivery Functions are provided in one product, while|the
Requestor Function and KRA Function are in a separate product. This configuration may be
appropriate for a storage application, where files are encrypted by a user, KRI is attached to the
file and thereafter ignored unless the decryption key becomes unavailable and recovery is
required. The user could then go to a special recovery system in order to recover the appropriate
key.

In Figure610, the KRA function is bundled with the KRI Generation and Delivery Functions.l

This might be appropriate for an environment in which the KRA generates the encryption key
pair, sends it off to the user and/or a CA for certification, and caches a copy of the private key for
potential recovery at a later time.
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In Figure#11, the KRI Generation, Delivery, Validation and Requestor Functions are providlsd in
a single cryptographic end system. The KRA Function is a separate product. There may be an
electronic connection between the end user system and the KRA in order to effect the recovery
process.

Key Recovery Agent System

Cryptographic End System

KRI KRI

Generation

Function

Delivery
Function

KRI
(Generation
Function

KRI
Delivery
Function

Key Recovery
Requestor
Function

Key Recovery |

Agent KRI

Validation

Figure 106

Key Recovery
Agent System

Figure 117

AB.2  Multiple KRI Generation Functions

Figure8-12 provides an example of multiple KRI Generation Functions which are required tp
provide the aggregate of KRI needed to recover a target key. Suppose that System B or a trusted
generation service generates an encryption key pair for System B and provides the public key to a
Certificate Authority (CA) along with other information which will be useful in providing key
recovery. The CA generates a certificate containing this information. System A uses this
certificate along with other internally generated information to create KRI for messages to be sent
to System B. In this case, System A, the CA and whoever generates System B’s key pair
participate in the generation of the KRI that will allow System B to recover.
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AB.3  KRI Generation Scenarios |

Certificate Authority

Assume that each system has an encryption public KRI KRI
key certificate (hereafter called an encryption Generation | | e £ | Generation
certificate) that identifies the key recovery method
and the identity of the KRA(S). Encryption
certificates are also available for the KRAs. KRI KRI

Delivery Delivery
AB.3.1 Interactive-Realtime Communications |

Certificate Private Key
AB.3.1.1Between Two Encapsulation Techniques

KRI
Generation

In Figure16-13, {AppendixE)-cryptographic end | |
systems A and B are two systems that employ two
different encapsulation methods for key recovery, | Klu v leRI
use a common key recovery block (KRB). A key Delivery | | Tosmams | "

transport method of key exchange is used (e.g., th
datakeDEK is encrypted using the receiver’s
encryption public key). System A has a key recove
policy stating that key recovery information is not
created for interactive communications. System B
has a key recovery policy that states: (1) key recovery information must be created for itself for
all communications when that information is not present, and (2) key recovery information must
also be created for the other party whenever possible.

System A System B

Figure 12

Encapsulated
KRI

Cryptographic

Cryptographic
End System A Encrypted Data End System B

(Shared key) (Shared key)

Figure 13

System A createsdatakelDEK to be used for the communication session and encryptiathe
keyDEK using the public encryption key of System B (obtained from System B’s encryption
certificate). System A sends the encrypted key as part of the normal key exchange process.
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System A then encrypts a message for System B, and sends the encrypted message on the
communications path.

When System B determines that no key recovery information is available for the message
received from System A (i.e., no KRB is present), System B decrypts the enelatdeDEK
(received as part of the key exchange process), and uses the resulting platate®{DEK to

create key recovery information for itself and/or its Key Recovery Agent. The KRI is placed in a
KRB in accordance with its key recovery scheme. By examining System A'’s certificate, the
identity of System A’'s KRA(S) can be determined, and the KRA encryption certificate(s) can be
acquired. If System B can create a KRB for System A’s key recovery technique and all
information is available, key recovery information is created for System A and/or its Key
Recovery Agent(s). System B then usesddiakelDEK to decrypt the received message. Thé
newly created key recovery information is then attached to the next message in the
communication session and sent back to System A.

In subsequent messages received by System A within this interactive session, System A can
recognize the presence of the KRI (perhaps perform some processing of the KRI in the KRB) and
decrypt the received messages.

AB.3.1.2Between Encapsulated and Key Escrow Techniques |

Figurei2{AppendixE)14 includes cryptographic end systems A and B that use key escrowj/and
KRI-keyencapsulation methods of key recovery, respectively. System B uses a KRB. A ke
agreement method of key exchange is used (e.g., the encryption public and private keys pairs of
both parties to a communication are used along with randomly generated values to generate a
shareddatakeDEK at the cryptographic end systems). System A has a key recovery policylthat
requires that all incoming communications must have KRI available for the sender. System B has
a policy stating that communications will only be conducted with other parties that employ key
recovery techniques, and that KRI is always created for itself in outgoing communications.

KRI Key Escrow
Provider KRA

Encapsulated
KRI

A

Cryptographic

Cryptographic
End System A Encrypted Data End System B

(Shared key) (Shared key)

Figure 14
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System B wants to initiate a communication session with System A. By obtaining System A’s
encryption certificate, System B obtains System A’s public encryption key as well as
determining that System A uses a key escrow method of key recovery. System B initiates a key
exchange with System A to agree upatetakeDEK, then encapsulates tHata-kepEK and
other KRI in a KRB for itself and its KRA. ThaatakelDEK is then used to encrypt the data,
and the encrypted data and the KRB are sent to system A.

System A (probably during the key exchange process) determines that System B uses an
encapsulated method of key recovery by examining System B’s encryption certificate. When the
initial message is received from System B, System A is able to recognize that there is a KRB for
System B. System A then proceeds to decrypt the received message.

AB.3.2 Stere-and-FerwardStaged DeliveryCommunications |

AB.3.2.1Between Two Key Escrow Key Recovery Schemes |

In Figure10-(AppendixEJL5, cryptographic end Systems A and B employ key escrow methdds

of key recovery. A key transport method of key exchange is used. System B has a policy stating
that all outgoing email messages will be archived and recoverable (i.e., KRI must be available to
recover encrypted email messages that have been archived). System A is able to recover
incoming encrypted email messages if key transport is used for key exchange.

Key Escrow Key Escrow
KRA, KRAy
A
k,
KRI KRI
Provider Provider

b

Cryptographic

Cryptographic
End System A Encrypted Data End System B

(Shared key) (Shared key)

Figure 15

System B generatesiatakeDEK and encrypts the key using the encryption public key of th
receiver(SystemA) for use in the key exchange (key transport process). Even though System B
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uses key escrow, there is nothing yet which allows System B to recover after the outgoing
message is archived. System B encryptsitekelDEK usinghisits own encryption public
key, and places it in a KRB. System B then encrypts the message vdtitaHeeDEK, and
sends the encrypted message and System A’s copy of the enelyztd@DEK to System A.
The encrypted message and the KRB are archived.

System A decrypts thdatakelDEK received via the key transport mechanism and decrypts the
received message using that Keyake-genderneutral]

AB.3.2.2Between an Encapsulated Scheme and an End User System with No Key Recovbry
Capability

In FigureS-(AppendixE)16 cryptographic end System A uses an encapsulated method of kéy
recovery. System B has no key recovery capability. A key transport method of key exchange is in
use (e.g., theatakeDEK is encrypted by the receiver's encryption public key). System A hds a
key recovery policy that states: (1) key recovery information must always be created for itself
and/or its Key Recovery Agent, and (2) Key recovery Information is not created for anyone else.
System A retains a copy of all outgoing email messages. System A sends the KRB along an
alternate path from that of the encrypted messages; this allows system B to ignore key recovery
information so that interoperability is possible.

Encapsulated
KRI

Cryptographic Cryptographic
End System A Encrypted Data End System B
(Shared key) (Shared key)

Figure 16

System A createsdatakelDEK, then creates key recovery information for itself and/or its Kéy
Recovery Agent, and places the KRI in a KRB. The KRB is sent along the alternate
communication path. ThaatakeEK is encrypted by system B’s encryption public key |
(obtained from System B'’s encryption certificate) and then used to encrypt an e-mail message.
The encrypted key is placed in the message header (the method of key transport that is employed
in this example) and sent with the encrypted message to System B.
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Upon receipt of the encrypted message and key exchange information , System B decrypts the
data encryption key in the message header, and uses the decrypted data encryption key to decrypt
the message.

AB.3.3 Data Storage |
AB.3.3.1 Creation by an End User with an Encapsulated Scheme; Read Access by Anyon|e

For data storage applications, the Encryptor and Decryptor may not be the same entity (e.g.,
shared files). In Figure{Appendix-E16, cryptographiend user system A uses an encapsulated
method for key recovery. System A’s organization has a policy stating that key recovery
information must exist for all stored data. Read only access can be granted to a list of other
systems in the organization, whether or not those systems have a key recovery capability.

System A createsdatakelDEK and uses the encryption public key of each system on the agcess
list to encrypt a copy of thegatakelDEK for that system (including itself). System A also

encrypts thelatakelDEK using the encryption public key of the organization’s KRA. da&
keyDEK is then used to encrypt the data. All copies of the encrypted key are placed in a fil
along with the encrypted data.

When accessing the encrypted file, the acquiring system decrypts the appropriate copy of the
encrypteddatakelDEK, and uses the decryptddtakeDEK to decrypt the file.

AB4——— Key Recovery Scenarios

A4l lnteractive-Realtime Session

System A, a commercial telephone with a key recoverable encryption capability, is regularly used
by a government employee whose job deals with high value contract actions. The key enciypting
key used by the telephone to encrypt each session key (data encryption key) has been esgrowed
with the agency’s KRA. The employee has come under suspicion for passing contract sensitive

information to favored contractors in return for gratuities. The Inspector General’s office has
bequn a serious investigation of this employee’s activities. A request has been made to the
appropriate law enforcement agency to conduct an in-house wire tap of the employee’s
telephone. The appropriate interception equipment has been set up at the agency’s switchpoard.
Each encrypted call is recorded, and the KRI is parsed from the transmission. The KRl is
forwarded to the agency’s KRA for recovery of the key encrypting key needed to obtain the data
encryption key. With the data encryption key and the recorded call, the clear content of the| call
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can be recovered and rewewed for |ncr|m|nat|nq |nformat|en—Ref-emng—baek—te—seenaneA 8.1.2,

AB.4.2 Stere-and-FerwardStaged DeliveryCommunications |

In scenaricAB.3.2.1, the email message received by System A is stored in the in-box until fead.
Suppose that the user receives a large number of email messages before reading them. When
attempting to read the encrypted messages, it is discovered that the private key of the encryption
public key pair is corrupted. The user requests a recovery of the private key from the key
recovery function, uses the recovered private key to decrygbtheeDEK for each message,

and then uses tleatakelDEK to decrypt the associated message.

AB.4.3 Data Storage |

In scenaricAB.3.3.1, System A could creatgavatefile fer-himself(i.e., no one else is on the
access list, so theatakeDEK is not encrypted for anyone else). At some later time, the use
needs to retrieve the file, but has lost accessstie decryption key. ThelatakeyDEK can be
recovered by sending the copy of the key which was encrypted using the KRA’s encryption
public key to the KRA for decryptiofisrake-genderneudtial |
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Appendix B:Key-ReceveryBloelC: Key Recovery Block

BC.1 intreduction-Overview

When different key recovery products that emp{@}-key encapsulation need to interoperate |

with one another, one of the major obstacles is the inability of the receiver product to recognize
and validate the key recovery information received from the sender product. In order to allow the
interoperability of various key recovery techniques which require the ugelof J
encapsulabnkey encapsulatigra common structure -- a Key Recovery Block (KRB) -- may be
required. The KRB serves as a contaihar technique-specific key recovery information, and
supports generic mechanisms to identify and validate the contained key recovery information.
Various levels of validation may be performed depending on the key recovery techniques used by
the sending and receiving parties, including:

. Verification of the presence of the KRB,
. Validation of the integrity of the KRB,
. s Authentication of the source and validation of the integrity of th

KRB {\AHH;F#HS—BEL'FH%GA%E—?—LNFQ—MAALNEEDJFQ—BEADDE@ and
o Verification that the KRI can be used to recoverdatakelDEK

The KRB is independent of the encryption algorithm used to protect the confidentiality of the
data, and independent of the communication or storage protocol used to carry the encrypted data.

BC.2 KRB FieldsInformation |

The KRB should include the followirfgelds-efinformation:

+ [needaltist,notalliance specificonly-toplevellldentifier of the key recovery
technique used to create the KR,

« _Indication of the sensitivity of the encrypted data
* KRI created by the specified key recovery technique,

!> See “Business Requwements for Key Recovery”, scenario 13 (col. 2, item 5), developed by the
Key Recovery Alliance, 18 December 1997.
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 _Pointer to the encrypted d&taand
* Inteqity value

» The KRB-version-number,

f the

RB

d the

1%

18 \When an explicit pointer to the encrypted data (e.q., the KRB and encrypted data are no
attached or part of the same message).
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PKCS#7 Structure

PCE LT contodnsthetellowiectields:
« Version

. laorit
«Content

131




ADVISORY COMMITTEE DRAFT Shthy
#November 1998

Appendix €D: Certificate Extensions

This appendix defines one certificate attribute value, for use in a certificate issued to a KR
one certificate extension, for use in a certificate issued to a subscriber whose private key h
escrowed with one or more KRAs—{steve-te-re-word]

A\ and
as been

CD.1 Introduction KRA Certificate |

In order to facilitate the recovery of a key in a Public Key Infrastructure (Rké)following
extended key usage OID will be reqistebsd\IST. This key usage OID can be employed to
|dent|fv a public kev of a KRA that will be used to encrvpt K%he&pppepnateeeemflcates
. ud: The
extended key usacm<ten5|orshould be marked crltldah orderto ensureheapproprlate use of
the corresponding public kefBecause this certificate would not normally be used in
conjunction with a standard protocol that is being targeted for key recovery, the critical mai
does not violate the interoperability requirements established in this standard.

{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) keypurpose(2) krakey(1)}

king
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2 dentification-of the.| hrique(s) with which blic |

may-he-used.

H—Ls—nePeleaHhaths—e*teﬂslen—us+eqa+Fed—&Lauéan&ggests—not

€D.2 Subscriber Certificate

=A certificate fora subscribeto-the-entity-usingkey-recovenserviceemploying key recovery

should includeone of the following two extensions
freedmore-mro—descrberntonaletorench-odension, ...

(1) The first extension providean indication that the entityasis employinga

key recovery capability;Fhis-is-dene-by-using-the-following-private,-hron-
eritical-extensienrhis extension is private and non-critical. The value of

extension is a boolean.
keyRecoveryCapable EXTENSION ::={

SYNTAX SubjectKeyldentifier

IDENTIFIED BY id-extensions-KeyRecoveryCapable }
KeyRecoveryCapable ::= BOOLEAN DEFAULT FALSE

ey

his

ntext
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(2) The second extension identifies the key recovery technigue(s) employe
the subscriber and, for each technigue, identifies the KRA(S) that can bé
contacted to effect key recovery, relative to the technique. For each KR
the extension optionally includes a key identifier (to specify the KRA's
public key) and a KRA policy identifier. This extension is private and nof
critical. Note that if this extension is included, the first extension
(keyRecoveryCapable ) need not be present.

, : _This : . : ’ itical
) 3..| {_} hat if thi g+ "Iglll,l i jon (key

recovery-capable) ot roquiropeed-notbe present

bd to

KR EXTENSION ::={
SYNTAX KR
IDENTIFIED BY id-extensions-KR }
KR ::= SEQUENCE SIZE (1...MAX) OF KRS
KRS ::= SEQUENCE {
technique KRTechnique
SEQUENCE SIZE (1...MAX) OF AGENT }
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kRTechnigue EXTENSION ::={

SYNTAX KRTechnique
IDENTIFIED BY id-extensions-kRTechnique }
KRTechnigue ::= SEQUENCE {

——technique technique.&id,
——parameters OPTIONAL }

-- technique is an object identifier. The parameters
syntax is reqgistered when the technique OID is reqistered

AGENT ::= SEQUENCE {

agentName -generaldirectery—Name
agentkey Keyldentifier — OPTIONAL
agentpol KRAPolicy — OPTIONAL}

KRAPolicy ::= OBJECT IDENTIFIER
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CSOR REGISTERED TECHNICAL OBJECTS

Prefix for CSOR-unique technical objects: {2.16.840.1.101.3}

The key recovery related objects will be registered under the NIST object registry. The follpwing
is the OID arc for NIST:

{joint-iso-ccitt(

2) country(16) us(840) organization(1) gov(101) csor(3)}

-- Technical Object Identifiers
-- Types of information security objects

The following OIDs have already been reqistered. ‘

id-slabel ID ::={id-csor 1}
id-pki ID ::= {id-csor 2}
id-arpa ID ::={id-csor 3}

-- Certificate Policies

The certificate policy OID is as follows and has already been registered. ‘
-- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) certpolicies(1)}

-- Key Purpose

The following is a new recommended OID for the extended key usage purpose. First, a kgy

purpose OID is reqgistered under the PKI portion of the arc. The, a specific OID for the KR
encryption public key is defined.

-- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) keypurpose(2)}
id-kRAKey ID ::={id-keypurpose 1}

-- Extensions
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The following new OID is defined for key recovery related private certificate extensions. This is
followed by OIDs for various key recovery related private extensions.

-- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) extensions(3)}

id-kRTechnique ID ::= {id-extensions 1}
id-kRecoveryCapable ID ::= {id-extensions 2}
id-kR ID ::={id-extensions 3}

-- Key Recovery Schemes

The following new OID is defined to accommodate various key recovery technigues (schemes).
Since no scheme is registered yet, no OIDs for schemes are defined. As NIST reqisters key
recovery schemes, they will be assigned OIDs under this arc.

-- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) keyrecoveryschemes(4)}
-- Key Recovery Policy
The following new OID is defined to accommodate various key recovery policies. Since nq key

recovery policy is registered yet, no OIDs for policies are defined. As NIST registers key
recovery policies, they will be assigned OIDs under this arc.

-- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) krapol(5)}
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Figure 9: KRI-Key Encapsulation Technique
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In Figure 12, System A KRI Key Escrow
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